COMBATING HIGH TECH CRIMES
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1 The system of Belarusian authorities responsible for combating 219
' high tech crimes
) International legal mechanisms and national criminal and legal 2 )
' instruments of combating cyber crime
3 Detection, fixing and withdrawal of traces of criminal activities 61 21 2|2
' in the field of high technologies
Tactics of conducting a search and a seizure in the framework
4. . . . . 4 | 2| 2
of investigation of high tech crimes
The use of special knowledge. Possibilities of forensic
5. examinations while investigating high tech crimes (field 8 | 2|6
practice at the National forensic centre)
Cooperation between an investigator and an operative in the
6. . . . . 2 2
framework of investigating cases on high tech crimes
Cooperation with foreign law enforcement authorities. The use
7. of evidence received on the territory of other countries in the 4 | 2 2
course of investigation and in courts
8. Evaluation of evidence and classification of high tech crimes 2 2
Methods of revealing and investigating thefts committed by the
9. 8 | 2| 4] 2
use of computer technology
Revealing and investigating facts of spreading child
10. | pornography by the use of computer technology on the internet | 8 | 2 | 4 | 2
and in local networks
1 Methods of revealing and investigating the cases of creating 4|0 5
) and using malicious software
Revealing and investigating cases of unauthorised access to
12. . . o 4 2 | 2
computer information and acquisition thereof
TOTAL: 54 16 | 18 | 14 | 6
Examination 4




