


VY4yeOHass mporpaMma COCTaBJI€HA Ha OCHOBE OOpa30BaTENBHBIX CTAHAAPTOB OOIIETO
BbICIIEro oOpa3zoBaHus 1o coenuanbHocTsM 1-24 01 02 «IIpaBoBemenue», 1-24 01 03
OKOHOMHYECKOE IpaBO, YTBEPKIEHHOIO IOCTaHOBIeHHMEM MuHucTepcTBa 00pa3oBaHUs
PecniyOmuku benapyce ot 07.07.2022 r. Ne 180, y4eOHBIX IUIAHOB y4UpeXJeHUs oOpa3oBaHUs
«Akanemus MuHucTepcTBa BHYTpeHHMX Jen PecnyOmuku bemapycb» 1o cnenuanbHOCTIM
1-24 01 02 «IIpaBoBenenue», 1-24 01 03 «DOKOHOMHUYECKOE TMPaBO», KBATHM(PUKAIMOHHON
XapaKTePUCTUKH CHEIHAUCTa-BbITyCKHUKA 0 cnenuanbHocTsM: 1-24 01 02 «IIpaBoBenenue»,
1-24 01 03 «DKOHOMHUYECKOE TPABOY.

Hauunas ¢ na6opa 2023rona

VY4yeOHass mporpamMma COCTaBJieHA Ha OCHOBE NPOEKTOB 00Opa30BaTENbHBIX CTAHIAPTOB
00111ero BhICIIEr0 00pa3oBaHus Mo cneruaibHocTsIM 6-05-0421-01 «IIpaBoBenenue», 6-05-0421-03
«DKOHOMHYECKOE IIpaBO», NPUMEPHBIX Y4YeOHBIX IUTAHOB MO crenuanbHoctd 6-05-0421-01
«I[IpaBoBenenue» ot 30.01.2023 Ne 6-05-04-016/mp., mo cmenumansHOCTH  6-05-0421-03
«Oxonomuyeckoe mpaBo» or 30.01.2023 Ne 6-05-04-017/mp.; y4eOHBIX IUTAHOB YUPEKICHHS
oOpazoBanusi «Akagemus MuHHUCTEpCTBa BHYTpeHHHMX Jjen PecnyOnuku bemapyce» 10
crenuanbHoCcTsIM:  6-05-0421-01 «IIpaBoBeaenue», 6-05-0421-03 «OKoHOMUYECKOE MPABOY;
KBAJTM(HUKAIMOHHBIX ~ XapPaKTEpUCTUK  CIEHHUATUCTA-BBITYCKHMKA O  CIEHUAIBHOCTSAM
«IIpaBoBeneHNnE», « IKOHOMHUECKOE TIPABOY.

COCTABUTE/JIb:

[I.JI.bopoBuk, pgoueHt kKadeapbl HHPOPMAIIMOHHOTO TpaBa  (¢akyJbTeTa
KPUMUHAIILHON MUJIMIMU yUpexaeHus oOpazoBaHus «Axagemus MuHHCTEpCTBA
BHyTpeHHUX Jen PecnyOnuku benapych», kKaHauaaT I0puAMYEeCKUX HAYK, JOLICHT.

PEKOMEHOBAHA K YTBEPKJIEHHIO:

Kadenpoit wunpopManmmonHoro mpaBa (axkynbrera KPUMHUHAIBHON MIIWIIAN
yapexaeHus: oopazoBanus «Axanemus MuHHCTEpCTBa BHYTPEHHUX Aen PecnyOnmku
benapycb» (mpotokon Ne 9 ot 28.03.2023).

Havansuuk kadenps
uH(OPMAITMOHHOTO MpaBa (pakynbpTeTa
KPUMHUHATLHON MITAIIAH

MOJIKOBHUK MUJIMIIUMN
J.H.JIaxTnkoB
2023

Hay4yHo-MeToueckrM COBETOM yupexaeHus: o0pazoBaHus «AkaaemMusi MuHHCTEpCTBA
BHYTpeHHUX nen PecyOmmku benapyce» (mpotokon Ne 19 ot 07.06.2023).

Odopmiienne ydeOHOW TporpaMMbl W COIMPOBOXKIAIONIUX €€ MaTepuajioB
JNelcTByoUM TpeboBaHusiM MuHuctepcTBa oOpa3oBanusi PecniyOonuku benapych
COOTBETCTBYET.

DKCIepT — HAaYAJIbHUK
y4e0HO-METOIUYECKOTO YIPaBICHUS

MMOJIKOBHUK MWJIUIINH
E.B.Kotenko
.2023



COI'VIACOBAHO

ITncemo OCHTPAJIBHOTO arIapara

CneICTBEHHOTO KOMUTETA
Pecnybnuku benapych

oT ) .2023 Ne
COI'ZIACOBAHO
[Tcemo

JlenaprameHTa (pUHAHCOBBIX
paccnenoBanui Komurera
roCy1apCTBEHHOI'O KOHTPOJIS
Pecnybnuku benapych

OT ) . 2023 No

COI'VIACOBAHO

ITucemo JlenapramenTa
WCTOJIHEHUS] HAKa3aHUM
MB/JI Pecniy6uku benapych

OoT ) . 2023 No

COI'VTIACOBAHO

IInceMO TIIaBHOTO yITPABIICHUS
I10 IPOTUBOACHUCTBUIO
KHOEpIpeCTYyMHOCTU
KPUMHUHAJIBHOW MWIMLUN
MB/I Pecniy6nuku benapych

oT . 02023 No_

COI'/TACOBAHO

[IrcbMO TIIaBHOTO yTpaBIICHUS
1o 00pb0€ ¢ IKOHOMUYECKUMU
MPECTYTUICHUSIMHU
KPUMHUHAJIBHOW MUTTUIIAN
MB/I Pecniy6nuku benapych

OoT ) . 2023 No

COI'JTIACOBAHO

[Incemo yrpaBieHus
HA/30PHO-UCIIOJIHUTEIBbHOU
NEATEIBHOCTH

MB/I Pecriy6auku benapych

COI'VTIACOBAHO
[Tncemo I'ocynapcTBeHHOrO
IIOI'PAHUYHOT0 KOMUTETA
Pecnybnuku benapychb

OoT ) . 2023 No
COI'TIACOBAHO
[Iucemo

MuHucrepcTBa 000pPOHBI
Pecny6nuku benapych

or . 22023 Ne.

COI'VIACOBAHO

[11chbMO TJIaBHOTO yIIpaBIICHUS
YTOJIOBHOTO PO3bICKA
KPUMUHAJIbHOW MUJIUIUN
MB/] Pecniy6nuku benapych

OoT ) . 2023 No

COI'JTIACOBAHO

[IrchbMO TJIaBHOTO yIIPaBIICHHUS IO
HAapKOKOHTPOJIIO U
MIPOTUBOJICHCTBUIO TOPTOBJIE
JIOIbMU KPUMUHAIIBHOW MUJIUIIUA
MB/I Pecniy6nuku benapych

oT ) . 2023 No

COI'JIACOBAHO

[TrchMO TITaBHOTO YIIpaBIICHHS
OXpPaHbI PABOIOPSJIKA U
pOOHUIAKTUKY MIJIUAIIAN
00IIECTBEHHOM 0€30I1aCHOCTH
MB/I Pecniy6nuku benapych

OoT ) . 2023 No

COI'VTIACOBAHO

[1rcbMO TJIaBHOTO YTIpaBIICHUS
['ocynapcTBeHHOM aBTOMOOUIILHOM
WHCITeKITUU MUTUITIN
OOIIIECTBEHHOW 0€301acHOCTH
MB/I Pecniy6nuku benapych



oT . 2023 Ne

COI'JTIACOBAHO
Hauanbhauk pakynasrera
KPUMHUHATBHOW MUJTUIIAN
yUpeKIEHUs 00pa30oBaHuUs
«Akanemuss MUHUCTEPCTBA
BHYTPEHHUX 17T
Pecnybnuku benapychy»
MOJIKOBHUK MIJIUIINH

2023

COI'ZTACOBAHO

HauvansHuK yroyioBHo-

UCITOJIHUTENIBHOTO (paKyJIbTeTa

YUPEKICHUS 00pa30BaHUS

«Akagemuss MuHucTepCTBa

BHYTpEHHUX Jies1 PecniyOnnku

benapycb»

MOJIKOBHUK MWJIUIUU

O.M.CaBacren

2023

COI'JTIACOBAHO

HavanbHuk daxynbrera
MOBBIIICHUS KBATU(PUKALIMH U
MEePENOArOTOBKHU

PYKOBOJISIIIIAX KaJAPOB YUPEKIACHUS
oOpazoBaHus «AkaaemMus
MuHucTepcTBa BHYTPEHHUX ACIT
Pecnybnuku benapychy
MOJIKOBHUK MIJIUIINH

2023

A.B.ManaxoB

N.B.JIomoTh

oT . 2023 Ne

COI'JTIACOBAHO

Jlekan ¢axynbTeTa IIpaBa

YUpPEKICHUST 00pa30oBaHUS

«Axanemus

MuHucTepcTBa BHYTPEHHUX JCIT

PecnyOnuku benapych»

A.B.JlonugoBuy

2023

COI'VTIACOBAHO

Havanpauk ¢akynpTeTa MITHITUN

00I11IeCTBEHHOU 0€30MacHOCTH

YUPEKICHUS 00pa30BaHU

«Akanemust MuHucTepcTBa

BHYTPEHHUX JIETT

Pecnybnuku bemapycb»

MTOJTKOBHUK MUJTHITUN
B.M.KoHo1ieHko

2023

COI'JTIACOBAHO
HagannHuK ciiecTBEHHO-
AKCTIEPTHOTO (haKyIbTeTa
YUIPEKICHUS 00pa30BaHMS
«Axanemuss MUHHCTEpCTBA
BHYTPEHHHX JIETT
PecnyOnuku benapych»
MOJIKOBHUK MIJTAITAH
P.B.Ckauexk
2023



MNOACHUTEJIBHAS 3AIINCKA

esn u 3a1a41 y4e0HOI JUCHUIJINHBI

VYuebnas mnporpamma 1o yueOHoW aucuurimHe «lIpoTuBonericTBue
KrOepnpecTymHOCTH 1 OCHOBBI 3amuThl nHpopManuu (IIKuO3WN)» npennaszHadena
s cneuranbHocTe 6-05-0421-01 (1-24 01 02) IlpaBoenenue, 6-05-0421-03
(1-24 01 03) DxoHOMHUYECKOE MPABO.

Hemsavu A3Y4YECHUS y4eOHOM JUACIHMIIIMHBI «IIpotuBonencTBre
KHOEpIpeCTYMHOCTH © OCHOBBI 3amuThl HHpopmauuu (IIKuO3WN)» saastores:
YCBOEHUE OOYYArONIMMUCS TPUEMOB W METOJOB 3allUThl WH(OpPMAIMU, OCHOB
MPOTUBOJICHCTBUS KHOEPIIPECTYTUICHHUSIM, a TaK)Ke MOJATOTOBKA K BBIMIOJHEHUIO 3a1a4
o OOHApPYKEHUIO U (PUKCAIMM KOMITBIOTEPHOU MH(OPMAIIMU B KOHTEKCTE Oyayiei
npoecCUOHaNBbHOMN NeSITeTbHOCTH.

OCHOBHBIMM 337ja4aMM HM3y4eHHs y4ueOHOU qucuuiuinHbl «IIpoTuBonmelicTBue
KHOEPIPECTYIHOCTH ¥ OCHOBHI 3aiuThl nHMopmaruu (IIKuO3N)» sBastores:

OCBOCHHE OOYyYalolIMMUCS Ha OCHOBE MEXIUCUUIUIMHAPHOTO MOAXOJa
CHUCTEMHBIX 3HAHUM O MPABOBBIX, OPraHU3AIMOHHBIX Mepax Mo 3anuTe nHhopMaIuu
B MPaBOOXPAHUTEIBHBIX OPTaHAX; METOJAX U CPEACTBaxX o0OecreueHus: 0€30MacHOCTH
uH(OpMAIMK; anmapaTHbIX W MPOTPAMMHBIX CPEJCTBAaX 3allUThl HH(POPMAIUU;
0COOEHHOCTSIX 0OHAPYKEHHS M aHAJIN3a KOMIIBIOTEPHON HH(POpMAIINH;

dbopmupoBaHue y oOyyarommxcss OOOOIIEHHBIX YMEHHH IPUMEHEHUS
MH(POPMAIIMOHHO-KOMMYHHUKAIITMOHHBIX TEXHOJIOTUNA B PEIIEHUU TTPOQPECCUOHATBHBIX
3aJa4, B TOM 4YHCJIE YMEHUH TIOJB30BaThCA WH(GOPMALMOHHBIMU pPECYypCaMH,
COBPEMEHHBIMH MPOTPAMMHBIMU M aNMNapaTHbIMU CPEJICTBAMHU, UCIOJIb3YEMBIMU B
MIPAaBOOXPAHUTENBHOUN €SI TENBHOCTH;

dbopMHpoBaHKE CIOCOOHOCTU K HEMPEPHIBHOMY CaMOPA3BUTHUIO, MOBBIIICHUIO
cBOel KkBanu(pUKaMM M peaju3aldd WHHOBAUMU B  MPOQECCHOHATBLHON
JEeATENBHOCTH.

Mecto y4eOHOM AMCUMILUIMHBI B CHCTeMe NOATOTOBKH CIEHHATIUCTA C
BBICIIMM 00pa30BaHMeM, CBSI3H C APYTHMH Y4eOHbIMH M CHUILIHHAMM

VYyebnas aucuumuinHa «lIpoTuBoaeiicTBUEe KUOEPNPECTYMHOCTHU U OCHOBBI
samuthl  uHbopMmarmu (I[IKuO3UW)» comepkuTcss B KOMIIOHEHTE YUPCKIACHHUS
BBHICIIIETO 00pa30BaHUs YYEOHBIX IUJIAHOB YUpEXACHUS 00pa3oBaHus «AKaaeMus
MunucrepctBa  BHyTpeHHMX  jAen  PecnyOmuku — bemapycb» B Momyde
«udopmanronnas 6€30nacHOCTb» 10 cnenuaibHocTIM 6-05-0421-01 (1-24 01 02)
«IIpaBoBenenue» u 6-05-0421-03 (1-24 01 03) «OKOHOMHUYECKOE TPABOY.

Jlnst  ycBoeHus coaepkaHus ydeOHoW nucuuiiuHbel - «lIpotuBopeiicTBue
KuOepnpecTynmHOoCTH u  ocHOBBI 3amuThl uHopmanuu (I[IKuO3WN)» momyns
«MudpopmanonHas 0€30MacHOCTb» HEOOXOJUMO 3HAHUE OCHOBHBIX IOJIOKEHUN
y4eOHbIX auciuIIinH  «IIpakTukym 10 HWHGOPMAIMOHHBIM  TEXHOJOTHSIMY,
«MHpopManimoHHOE OOecriedeHne Ciy>KeOHOHN NeSITeIbHOCTUY, «YTOJIOBHOE MPaBOY»,
«YTOJ0BHBIN nIpoLeccy, « KpuMuHanucTukay.

TpeGoBaHus K 0CBOEHHIO Y4eOHOM TUCUUIIIMHBI



VYyebnas aucruiummHa «lIpoTuBojeiicTBUE KHUOEPIPECTYMHOCTH M OCHOBBI
3amuthl uHGopmanmu (IIKuO3U)» nHampaBieHa Ha (opMUpOBaHHE CIIETYIOUIUX
KOMITETEHIIUM:

VYyebnas aucuuuinHa «lIpoTuBoAeiicTBUE KHOEPIPECTYTHOCTH U OCHOBBI
3amuthl uHpopmauuu (IIKuO3W)» nHampaBieHa Ha (OpMUPOBAHHE CIIETYIOUIUX
KOMIIETECHIIUHN JIJIS CIEIIUAIbHOCTEN

6-05-0421-01 (1-24 01 02) «IIpasoseoenuer: CK-18 — BnaaeTh TeXHOJIOTUIMHU
MpPUMEHEHUST MH(POPMAIIMOHHBIX PECYPCOB, MPOrPAMMHBIX U allapaTHBIX CPEJICTB,
UCIIOJIb3YEMbIX B PEIICHUH MNPOPECCHOHANBHBIX 3a7ad B cdepe 3alluThl
uHdopmaruu U npotuBonercTBus  kubOepnpecrynnoct; CK-17 — Bnagets
TEXHOJIOTUSIMU TPUMEHEHUs] HMH(POPMALMOHHBIX PECYPCOB, MPOTPAMMHBIX U
anmnapaTHBIX CPEJCTB, UCIIOJIb3YEMbIX B PEIICHNUU TPO(ECCHOHANIBHBIX 3a/1a4 B cepe
3aIUThl HHPOPMAILIUU U TIPOTUBOICHCTBUS KHOSPIIPECTYIMHOCTH;

6-05-0421-03 (1-24 01 03) «3Okxonomuueckoe npasor: CK-15 — Bruanertb
TEXHOJIOTUSIMH TPUMEHEHHSI HWH(POPMAIMOHHBIX PECYPCOB, MPOTPAMMHBIX U
anmnapaTHbIX CPEJICTB, UCIIOJIB3YEMBIX B PEIIEHUH Npo(hecCHOHAIBHBIX 3a/1a4 B chepe
3aluThl MH(pOpManuu U NpoTuBoAeiicTBus kubepnpecrynHoctn; CK-17 — Bnaners
TEXHOJIOTUSMH TPUMEHEHHUS HWH()OPMAIIMOHHBIX PECYpPCOB, MPOTPAMMHBIX H
anmnapaTHbIX CPEJICTB, UCIIOJIb3YEMbIX B PEIICHUH NMPo(deCcCHOHANBHBIX 3a/1a4 B cepe
3alUThl HHPOPMALIUU U TPOTUBOJICHCTBUS KHOSPIIPECTYTHOCTH.

B pesynbrare wum3ydenums yueOHOM mucuuiuinHbl - «I[IpoTuBOnElicTBUE
KuOepnpecTynmHOCTH U ocHOBBI 3amuThl uHbopmarmu ([TKuO3M)» obyuarommuiics
JIOJKEH:

3HaMb.

NOHATHE,  COJEp)KaHWE, HamlpaBlIeHUS U  OCOOCHHOCTH  IPaBOBOTO
peryiaupoBanue ooecrieueHrsi HHPOPMAIIMOHHON 6€30MacHOCTH;

TIOHSTHUE, BUIBI M KAHAJIOB YTEUKH HH(POPMAIINH;

METOJIbI M CpeJICTBA 0OecrneueHrnss HHPOPMAMOHHOM 0€30MacHOCTH;

MNOHSTHE, CYUTHOCTb U KIIACCU(PUKALUUA KUOEPIPECTYIICHU;

0COOEHHOCTH OOHApY’>KEHHS M aHalM3a KOMIBIOTEpPHON WHGOpPMAIMU TpH
MPOTUBOJECHCTBUH KUOEPIIPECTYIMHOCTH;

yMemb:
NPUMEHATh TMPOTPAMMHOE OOEcleueHHe, WCIONb3yeMOe JUISl  3allUThI
nHpopManuy;
IPUMEHSTh NPOrpaMMHOE oOecrieueHne, UCTIOIb3yeMOoe NIJisi BOCCTAaHOBIICHHUS
uHdopmanuy;

OCYIIECTBIISATh OUCK UH(OpManuu B ceTu MHTepHeT;

OCMAaTpHUBaTh KOMIBIOTEPHYIO HHPOPMAITHUIO;

enademn.:

COBPEMEHHBIMH CPEACTBAMU TEIEKOMMYHUKALIN;

HaBbIKaMM  OOHApY>XEHHSI KOMIBIOTEPHOM UWH(pOpMAIMK, COAepXkKallei
AIEKTPOHHO-IIU(PPOBBIE CIEAbl TPECTYMHONAECATENBHOCTH.

OO0uree KOJIMYECTBO YACOB M KOJUYECTBO AYAMTOPHBIX YaCOB, OTBOAUMOE
Ha H3y4YeHHe Y4eOHOH JMCUMIUIMHBI B COOTBETCTBHM ¢ Y4eOHBIM INIAHOM
yupekJAeHUs] BbICIIEro 00pa3oBaHMsA 10 CIEHATbHOCTH



Ha uzydenue yuebnor aucrumummabl «lIpoTuBoaeiicTBre KHOEPIPECTYITHOCTH
u ocHOBBI 3anuThl nHGopManuu (ITKuO3M1)» B cooTBEeTCTBUY ¢ YICOHBIMU ITAHAMU
st cnequanbsHocte 6-05-0421-01 (1-24 01 02) IlpaBoemenue, 6-05-0421-03
(1-24 01 03) DxoHOMHUYECKOE MPABO MPETYCMOTPEHO 98 YacoB, B TOM YHUCIIE:

/nesnas ¢popma nonyuenus gvicuieco 00pazoeamns

48 — ayauTOpHBIX 4YacoB, W3 KOTopbix 10 wacoB — mekuuu, 10 yacoB —
CEMHHAPCKUE 3aHATUS, 28 4aCOB — MPAKTUUECKUE 3aHATHS.

Pacnpenenenne o01mero M ayJIuTOPHOTO BPEMEHU IO CEMECTpaM M BHJIaM
3aHATUNA COCTABIISIET:

7 ceMecTp: oO0IIee KOJIMYECTBO YacoB — 98, KOJIMYECTBO ayJUTOPHBIX YACOB —
48, u3 xotopbix 10 yacoB — jekuuu, 10 yacoB — cCEeMUHAPCKUE 3aHATHS, 28 YaCOB —
MPAKTUYECKUE 3aHATHUS.

dopma MPOMEKYTOYHOM aTTECTAIMU MO y4eOHOW TUCIUTUIMHE: dK3aMEH B 7
CeMeCTpe, KOJMYECTBO 3aUE€THBIX €UHUIL — 3.

Ha uzyuenue yuebHou qucuumuinssl «IIpoTuBoaeiicTBue KMOEpIpecTynHOCTH
1 ocHOBBI 3aiuThl uHpopManuu (ITKuO3N)» B cOOTBETCTBUM C YUCOHBIMU TIJIAHAMHU
st cnenuanbHocte 6-05-0421-01 (1-24 01 02) IlpaBoeaenue, 6-05-0421-03
(1-24 01 03) DxoHomMuueckoe mpapo npeaycMorpeHo 104 yaca, B TOM 4HCIIE:

3aounas popma nonyuenus: gvicuieco 0b6pa306aHuUs

Cpok nosty4eHus BbICIIEro o0pa3oBaHus — 3 rofa.; oOuiee KOJIM4ecTBO YacoB —
08, KOMMYECTBO ayJUTOPHBIX YacoB — 12, U3 KOTOpPBIX 4 yaca — JICKIMH, § Y4aCOB —
MPAKTUYECKUE 3aHATHUS.

Pacnipenenenne oOmiero M ayauTOpHOTO BpPEMEHU IO CEeMecTpaM U BHUAAM
3aHSTHI COCTaBIISET:

9 cemectp (5 cemectp — ¢ Habopa 2022 roaa): obiiee KOITUIeCTBO 4acoB — 49
4acoB, KOJIMYECTBO ayAUTOPHBIX YACOB — 2, U3 KOTOPBIX 2 yaca — JICKIUU.

10 cemectp (6 cemectp — ¢ Habopa 2022 roxa): obiiee KOTUIECTBO 4acoB — 49
4acoB, KOJIMYECTBO ayJUTOPHBIX YacoB — 10, U3 KOTOphIX 2 yaca — JIEKIUHU, 8§ YACOB —
MPAKTUYECKUE 3aHSATHUS.

®dopMma TpOMEKYTOYHOM aTTeCTallMM M0 Y4eOHOU TUCUUIIMHE: 3K3aMeH B 10
(6 cemecTp — ¢ Habopa 2022 roga) ceMecTpe, KOJIMYECTBO 3a4ETHBIX SAUHUIL — 3.

3aounas gopma nonyyenus evicuieco o06pazosanusi (015 NPOPUAUAYUL
«Cy0ebHO-npoKypOpPCKO-C1e0CMBeHHAsl  0esIMeNIbHOCIbY,  «AOMUHUCTMPAMUBHO-
npasosas oesmenvHocmuvy, Habopvl 2021 u 2022 20008):

Cpok mojydeHus BBICHIETO 00pa3oBaHus — 5 JIeT: o0lIee KOJIUYECTBO YaCOB —
98, KOIMYEeCTBO ayAUTOPHBIX YacoB — 12, U3 KOTOpbIX 2 yaca — yekuuu, 10 yacoB —
MPAKTUYECKUEC 3aHITHS.

Pacnipenenenne o0miero v ayAuTOPHOTO BPEMEHHM IO CEMECTpaM U BHJAM
3aHATUNA COCTABIISIET:

9 cemectp: oOmiee KOIMYECTBO 4acoB — 49 yacoB, KOJIMYECTBO ayJIUTOPHBIX
4acoB — 8, U3 KOTOPBIX 2 yaca — JIEKIHUH, 6 4aCOB — MPAKTUYECKUE 3aHITHUS.



10 cemectp: o0IIEee KOIUYECTBO 4acoB — 49 4acoB, KOJUYECTBO ayIUTOPHBIX
4acoB — 4, U3 KOTOPbIX 4 4aCOB — MPAKTUUECKUE 3aHSATHUS.

®opma TpOMEKYTOYHOM aTTECTAlMK M0 Y4eOHOW TUCUHUIIMHE: K3ameH B 10
CEMECTpE, KOJMYECTBO 3aUETHBIX €IUHHULL — 3.

3aounaa @opma nomyuenus evicuieco obpazosamus (08 npoguauzayuu
«AomunucmpamusHo-npagosas oesimenvbHocmuvy, Habop 2020 2o00a):

Cpok 1nonyudeHus BhICIIET0 0Opa3oBaHus — 5 JeT: ollee KOJIUYECTBO YacOB —
144, xoMuecTBO ayAUTOPHBIX YacOB — 16, U3 KOTOPBIX § 4acOB — JIEKLIUH, § YACOB —
MPAKTUYECKUE 3aHATHUS.

Pacnpenenenue oOmiero m ayauTOPHOTO BPEMEHH IO CEMECTpaM U BHUIAM
3aHSTUIA COCTaBJISCT:

9 cemectp: oOmiee KOIMUECTBO 4acoB — 49 4acoB, KOJIMYECTBO ayJIUTOPHBIX
4acoB — 12, U3 KOTOphIX § yaca — JIEKIUHU, 4 4aCOB — MPAKTUUECKHUE 3aHATHS.

10 cemectp: 0o0IIee KOIUYECTBO YacoB — 49 4acoB, KOJUYECTBO ayIUTOPHBIX
4acoB — 4, U3 KOTOPbIX 4 4aCOB — MPAKTUUECKUE 3aHATHUS.

dopma NPOMEKYTOUHOM aTTeCTallMU MO y4eOHOW MUCHMIUIMHE: 3K3aMeH B 10
CeMeCTpe, KOJMYECTBO 3aUE€THBIX €UHUIL — 5.



COJEPXKXAHME YYEBHOI'O MATEPHUAJIA

Tema 1. IlpaBoBble U OPraHN3alMOHHO-TEXHUYECKHE Mepbl o0ecredeHnst
HUHGOPMAIIMOHHOM 0e30lIACHOCTH B CHCTeMe HALMOHAJIBHOW 0e30laCHOCTH
Pecnyosmku beaapycs

[TonsiTue u coxaepxkaHue HHPOPMALMOHHON OE€30MACHOCTH B CHCTEME
HalMoHanbHOU Oe3onacHocT Pecnybnuku benapycs. HopmaTuBHbIE mTpaBOBBIE
aKThl, peryiupyloume oodecreuenre nHhopmalmoHHon 0e3omnacHoctu B PecryOnrke
benapych. OpranuzaioHHbIe M TEXHUYECKHE MEPbI, HallpaBJICHHbIE HA 0OecTieueHne
uH(OpMAIMOHHONW 0e30MacHOCTU. ['oCymapCcTBEHHbIE OpraHbl, OOECHeYHBaIOIINe
uH(popmaImoHHyto 0e3omnacHocTs B PecriyOnuke benapyce.

Tema 2. Kanaabl yredukun  uHpopManmu H  0€30MACHOCTH
HHGPOPMALMOHHBIX CHCTEM

[TonsiTue u conep:kaHne OCHOBHBIX KaTeropuil B cepe 3amuThl nHpopmammy,
oOpabaTbiBaeMoil B HH(pOpMAIMOHHBIX cucTeMax. CBOMCTBa 3alUIIEHHOCTH
uHpopMaru. YTrpo3sl 0€30MacCHOCTH U METO/Ibl UX OCYIIIECTBICHUS.

Kananel yreuku uadopmanuu: BUIbl, CoAepKaHue, 0COOCHHOCTH peaii3aliu.

CrnocoObl  OOHapy>kKeHHUsl (BBISIBJICHHMS])) TEXHUUYECKUX KaHAJIOB yTEUKHU
uHpopManuu. 3amura HHGOPMALIUK OT YTEUKH Yepe3 TEXHUYECKUE KaHAJIbl YTCUKU
nHpopMaruu.

Tema 3. AnmapaTHoe W mNporpaMMHoe o0ecmeYyeHHe 3AMUIIEHHBIX
KOMIILIOTEPHBIX CHCTEM

OnepamnioHHBIE  CHCTeMBl W WX  3amuieHHOCTh.  OcoOeHHOoCTH
GbyHIaAMEHTAIBHOTO MOAXO0Aa K TOCTPOCHUIO aPXUTEKTYPhI CHCTEMBI 3aIITUTHI.

MeTtoapl U cpeicTBa 3aUTH HHGOPMAITH B KOMITBIOTEPHBIX CHCTEMaX.

Tema 4. OcHOBBI IPOTUBOACHCTBUA KHOEPIPECTYITHOCTH

CoBpeMeHHBIE TOAXOABI K ONPEACIICHUID TMOHATHS W COAECPKAHUIO
kuOepnpecTynHocTH. ['7obanbHass KOMIbIOTEpHast ceTh WHTEepHEeT: CTpyKTypa,
OCHOBHbIE TOHATUS W TEPMHUHBI, HEOOXOoAMMBbIE B paboTe COTpPYyAHHKA
IIPAaBOOXPAHUTENIBHBIX OpraHoB. (OCHOBBI TIOMCKOBOW JI€ATEIIBHOCTH B CETH
VHTEpHET: WCHOJB30BAHME  IIOMCKOBBIX  PECYpCOB;  HCIIOJIb30BAHHE  HHBIX
MH(GOPMAILIMOHHBIX CUCTEM.

Tema 5. KomnbrorepHuas ungopmanusi: 00HApyKeHUE U AaHAJIN3

[Tonsitue kommproTepHOW HHGOpManuu U ee kinaccudukanus. [{udpossie
uACHTU(DUKATOPBl U WX XapakTepucTtuka. OOHapyKeHHE M aHaJu3 KOMIIbIOTEPHOU
uHpopmanuu. CpeacTtBa KOMIBIOTEPHON TEXHUKHA KaK MCTOYHHUK KOMITBIOTEPHOMU
uHpopmaruu. OCOOEHHOCTH OCMOTpa CpPEICTB KOMIIBIOTEPHOM TEXHUKH U
KOMITBIOTEPHONH HH(POPMALIMK: MPOTrPaMMHO-TEXHUYECKUE acheKTbl. OcoOEHHOCTH
UCCJIEeIOBaHUSI KOMIbIOTEpHOU HH(MopManuu. OCOOEHHOCTH OCMOTpa yAajJe€HHBIX
pecypcoB. CoBpeMeHHblE MpOrpaMMHO-aNapaTHble CPEACTBA HCCIEIOBAHUA U
aHaJIM3a KOMIIBIOTEPHON MH(pOpMaLUu.



YYEBHO-METO/IMYECKAS KAPTA YYEFHOM JUCHOUATIIMHBI
«IIpoTuBoACHCTBUE KHOEPTPECTYITHOCTH U OCHOBBI 3AIIUTHI HH(OPMAITIT
(ITKuO3N)» nns cneuunansHocTed 6-05-0421-01 (1-24 01 02) [IpaBoBeaeHue
6-05-0421-03 (1-24 01 03) DxOHOMUYECKOE MPABO
JTHEBHas (popma MOJy4yEHUs BBICIIETO 00pa30oBaHUs

KomnuectBo
ayIUTOPHBIX
4acoB

v

3HaHUHU

Haszsanue paznena, Temsl,
HAaMEHOBAaHHE YUCOHBIX BOTIPOCOB

Howmep paznena, Tembl
JIEKTINN
CEMUHApPCKHe
MIPAKTUICCKHE
dopma KOHTPOJIS

7 cemecTp

Tema | [IpaBoBble M OPraHU3aLMOHHO-TEXHHUYECKHE | 2 | 2

1 Mepbl olecrieyeHnst HH(popMaLMOHHOH
0e30macHOCTM B CHCTeMe HAaIMOHAJIbHOM
oe3zonacHoctu Pecny0auku benapycb

1.1 1. [Tonsatue, coxepkanne WHPOPMAIMOHHON | 2
0€301acHOCTH.

2. IIpaBoBoe obecrieueHue
MH(POPMALIMOHHOM 6€30MacHOCTH.

3. OCHOBHbIE HANpABJICHHUS OOCCICYCHUS
MH(POPMALIMOHHOM 6€30MacCHOCTH.

1.2 1. ITpaBoBoe obecrieueHue 2 YcTHbI onpoc
MH(POPMALIMOHHOM 6€30MacHOCTH.

2. Mepst o obecrieueHunto
MH(POPMALIMOHHOM 0€30MacHOCTH.

3. 'ocynapcTBEHHbBIE OpTraHsbl,
o0ecrieunBaromye MHPOPMALIMOHHYIO
6e3omacHocTh B Pecriyonuke benapycs.

4. Pors MuHHCTEpCTBA BHYTPEHHUX JEN B
CUCTEMe roCy/1apCTBEHHBIX OpraHoB,
o0ecTeunBaroInX MHPOPMALMOHHYIO
6e3omacHoCTh B Pecniybnuke benapyce.

Tema | Kananbl YTe4KH uHpopmanuu ul2| 2
2 0e3011aCHOCTh HHGOPMAIMOHHBIX CHCTEM

2.1 1. OcHoBHBIE yYIpo3bl 6e3omacHoctu | 2
UH(POPMALMOHHBIX CHCTEM.

2. Kananel yrteukn uHGOpMAIMU: BUIBI,
CoJIepKaHNue, OCOOCHHOCTH Peah3alluy.

3. CrocoObl M cpejicTBa MPEAOTBPAIICHUS
YTEUKU HH(POpMAITUH.

2.2 1. Yrpo3sl uH@OpMaIMOHHON Oe30MmacHOCTH 2 VYeTHBI o1poc
U UX UCTOYHUKHU.

2. Kananel yreuku uHGPOpMaLUU: BHJIBI,
CoJepKaHue, 0COOEHHOCTH peanu3almu.
Crnioco0sl oOHapy X EeHHsI (BBIsABJICHUS)




Howmep pazgena, Tembl

Haszpanue paznena, TeMbl,
HANMMCHOBAHUEC y‘-I€6HBIX BOIIPOCOB

KomanuectBo
Ay TUTOPHBIX

4aCOB

JIEKITU N

CEMHHApPCKUE

MPaKTUICCKUE

v

dopma KOHTPOJIS
3HaHUHN

TEXHUYECKUX KaHAJIOB YTEUKH MH(POPMAIIUH.

3. 3amuTta wHbOpMALMKM OT YTEUKH Uepe3
TEXHUYECKHE KaHAJIbI YTEUKH UH(POPMAIIUH.

4. OCHOBHBIE MTOJXO/IbI K 3a1uTe
uHbopMauu B Enunom unuppoBoM
npoctpanctee MB/I Peciybnuku benapych

Tema

AnmapatHoe W NporpaMMHoe o0ecneyeHue
3aIIMIIEHHBIX KOMIIBIOTEPHBIX CHCTEM

14

3.1

1. OnepauyoHHbIE CHUCTEMBI u 170'¢
3alIUIIICHHOCTD.

2. MeTtonagpl u CpeacTBa 3aIUTEI
MH(POPMALIUU B KOMIIBIOTEPHBIX CUCTEMaX.

3.2

1. OcobennocTn byHIaMEHTAIBHOTO
MOJX0/1a K TIOCTPOCHUIO APXUTEKTYPHl CUCTEMBI
3aIUTHI. [Toncucremsl 6e301acHOCTH
ONEPALlMOHHOW CUCTEMBI.

2. [TonuTnka nH(}OpMAITMOHHON
0e30macHOCTH eAMHOW LU(POBON TIATHOPMBI
MuHucTepcTBa BHYTPEHHUX Jen PecnyOmuku
benapycs.

3. Kpunrorpaduueckass 3ammra  JaHHBIX.
Buptyanbhable yactHbie cetu (VPN).

4. 3ammTa nepuMeTpa KOMIbIOTEPHBIX CETEH
(unbTpanmst Tpaduka, CKpbHITHE BHYTpEHHEU
CTPYKTYpbl W aJipecallid, TpPOTUBOJICHCTBHE
aTakaM Ha BHYTpPEHHHUE pecypchl). OOHapyKeHue
aTak (OMacHBIX JIEHCTBHM HApPYIIUTENICH) W
OIIEPATHBHOE PearupoBaHUE.

YcTHbI onpoc

3.3

1. HacTpoiika  mapamMeTpoB  JOBEPEHHOI
3arpy3Ku ONEPAlMOHHON CUCTEMBI.

2. Ayrentuduxanus, aBTOpHU3AIUS u
ynpasienue noctynom B OC Windows.

3. [lonmutuku 6e3onmacHocTr OC.

4. Peructpaius ¥ OorepaTuBHOE OMOBEIICHHE
0 COOBITHSIX 0€30TTaCHOCTH.

Brinmonnenue
MPAKTUYECKUX
3aJaHui

3.4

1. AHTHBUpPYCHOE
oOecrieueHue.

2. MexceTeBoe SKpaHUPOBaHUE.

3. M3onupoBaHHas cpeAa WUCHOJIHEHUS C
KOHTPOJIMPYEMBbIMU IIPaBaMHU.

4. PeseppHoe  konupoBanue.  Co3maHue
o0pa3a CUCTEMEI.

pOrpaMMHOE

Brimonnenue
MPAKTUYECKUX
3aJlaHuH

3.5

1. IIludppoBanue  GailoB W HANOK

Brinmonnenue




Howmep pazgena, Tembl

Haszpanue paznena, TeMbl,
HANMMCHOBAHUEC y‘-I€6HBIX BOIIPOCOB

KomanuectBo
Ay TUTOPHBIX

4aCOB

JIEKITU N

CEMHHApPCKUE

MPaKTUICCKUE

v

dopma KOHTPOJIS
3HaHUHN

MOJIb30BaTeNsl C HCIONb30BaHHEeM (haiIoBoi
cucrembl EFS.

2. Coznanue u HCII0JIb30BaHUE
AIIEKTPOHHON IU(GPOBON TOIIMUCU CpPEICTBAMHU
ONEPALlMOHHOW CHCTEMBI.

MPAKTHYECKHUX
3aJaHul

3.6

1. IudpoBanwe  maHHBIX  CPEICTBAMU
MIPHUKIIATHBIX TTPOTPAMMHBIX TIPOIYKTOB.

2. Cosmanne u HCIIOJIE30BAHNE
3aIlMIIECHHBIX KpUNTOKOHTETHEPOB TrueCrypt.

3. Cozmanme 3amm@poOBaHHBIX  APXUBOB
MaHHbIX. BoccTaHoBieHue maposs MeEToAaMu
noa6opa 1o cioBapro u Brute-force.

4. Creranorpadguyeckie METOIbI 3aIUTHI
UH(pOPMAIHH.

Brimonaenue
MPAKTUYECKUX
3aJaHui

3.7

1. CpenctBa BHpTyanu3aLuu:
HACTPOMKA U UCIIOJIb30BaHUE.

2. Tocresas OC Linux: ycraHoBKa W
aJIMUHUCTPUPOBAHHUE. OmnunaiiH-onpeseneHue
napamerpoB User Agent.

YCTaHOBKa,

Brinmonaenue
MPAKTUYECKHUX
3aJaHui

3.8

I. Meroapl BOCCTAHOBJIEHUS  yAAJICHHOM
uHboOpMallUM C DIEKTPOHHBIX HOCHUTENEeH ¢
WCTOJb30BAHUEM CIEIHMAIBHOTO MPOrPAMMHOIO
obecrieueHws.

2. llopsnox yaaaeHus uHpOpMaIU
POTrPaMMHBIMU CIIOCOO0aMU 0€3 BO3MOKHOCTH €€
BOCCTaHOBJICHWSI.

3. TlpoBepka " yaajeHue
AKTUBHOCTH IT0JIb30BATENIsI B CHCTEME.

CJICIOB

Brinonnenue
MPAKTUYECKUX
3aJaHul

3.9

1. Opranumzanus 6e301MacHOTO
mapojge B 3alUIIaeMbIX
cHCTEMax.

2. 3ammura daitnos u
HECaHKLIMOHUPOBAHHOTO JIOCTYIIA.

3. 3ammura ChEMHBIX HOcHUTeeHn
uHpOpMAITUN OT HECAaHKLIMOHUPOBAHHOTO
noctyna. biiokupoBka 3anucu Ha USB-HocuTenu.

XpaHEeHUS
KOMIBIOTEPHBIX

ITaroK oT

Brinonnenue
MPAKTUYECKUX
3aJaHul

Tema

OcHoBBI NPOTHBOACHCTBHUSA
KHOepnpecTyNHOCTH

4.1

1. KuGepnpecTynHOCTb: CYIIHOCTb u
coJiep;kaHue, 0COOEHHOCTH MTPOTUBOICHCTBUS.

2. I'mobanpHas cerp WHTEepHET Kak cpena
COBEpILIEHHS KUOEPIIPECTYIIIICHUH.

3. OcobeHHOCTH TIOJTy4eHHST HHpOpMauu 13
OTKPBITHIX HCTOYHHUKOB ceTH VHTEepHeT.

4.2

1. Knaccudukanus IIPECTYIUICHUH,

YcTHBII o1poc




Howmep pazgena, Tembl

Haszpanue paznena, TeMbl,
HANMMCHOBAHUEC y‘-I€6HBIX BOIIPOCOB

KomanuectBo
Ay TUTOPHBIX

4aCOB

JIEKITU N

CEMHHApPCKUE

MPaKTUICCKUE

v

dopma KOHTPOJIS
3HaHUHN

COBEPILIAEMBIX c UCTIOJIb30BaHUEM
UH(POPMALMOHHO-KOMMYHHUKAITUOHHBIX
TEXHOJIOTHUM.

2. Cnoco0bl COBEpIICHUS
KHOepIpecTyIUIeHU I u 0COOEHHOCTH
NPaBONPUMEHHUTEIBHOM MPAKTUKH.

3. 3nauenue cereBoi aapecanuu (IP, MAC,
DNS) B npoTHBOIEHCTBUU KNOEPIIPECTYTHOCTH.

4. OcobOeHHOCTH MOHMCKa HH(POpPMALUU U3
OTKpBITBIX ~ MCTOYHUKOB  cetu  MHTepHer,
counanbHblx cereil u DarkNet.

43

1. Ceresoii [P-anpec, cumBonbHbIl (DNS) 1
MAC-agpec cereBoro ajanrtepa WM IOpTa
MapIIpyTU3aTopa.

2. Cnoco6sl ycrtanoBnenus I[P-ampeca wu
cBeieHUil 0 HeM. BO3MOXXHOCTH yCTaHOBIICHUS
nuyHoctu 1o [P u MAC—-anpecam.

3. Hcnonp3oBaHWe BHUPTYaJbHBIX YaCTHBIX
ceren (VPN) u MIPOKCHU-CEPBEPOB
(aHoHMMaii3epoB) B Xoze BeO-cepduHra.

4. CocraBieHue 3alpocoB  olepaTopam
DIIEKTPOCBSI3U Ha MOJTyYeHHE HHPOPMAITHH.

Brinmonaenue
MPaKTUYECKUX
3aJaHui

4.4

1. Towuck wmupopmanuu B cetu HHTepHET
JUIsL  peleHus  3aJayd  NpPOTUBOACHCTBUSA
MIPECTYMHOCTH.

2. TlpoBepka amgpeca 3JIEKTPOHHON MOYTHI
(E-mail) u cBsi3aHHBIX ¢ HHM aKKayHTOB Ha
MpeAMET BO3MOKHOU KOMIIPOMETAIUU.

3. VYcraHOBIIEHHE CBEIEHUNH O OaHKOBCKOM
IJIAaTeKHOW  KapTouke  (BUA  TUIATEKHOM
CUCTEMBI, OAHK-ODMUTEHT, TUIl U CTATyC KapThl)
no 0aHKOBCKOMY UACHTU(DUKAITIOHHOMY
HoMmepy BIN.

Brinmonnenue
MPaKTUYECKUX
3aJaHui

KoMmnbloTepHas uHopmanusi: o0HaApyKeHue
U AHAJIN3

10

5.1

I. CpeactBa  KOMIBIOTEPHOHM  TEXHUKH
(mnanee — CKT) kaKk MCTOYHHUKH KOMIBIOTEPHOM
nHdopmanuu.

2. Ocobennoctu  ocmorpa CKT #u
KOMIIBIOTEPHONH HH(OpPMaLMU: MPOrpaMMHO-
TEXHUYECKUE aCTICKTHI.

3. OcobeHHOCTH  OCMOTpa  YIAJICHHBIX
PECYpPCOB U 3JIEKTPOHHOM MOYTHI: MPOrPaMMHO-
TEXHUYECKHE aCTIEeKThI.




KomanuectBo
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5.2 1. KommbroTepHass uHOpManus: MOHSITHE, 2 VYeTHBI o1poc
BU/IbI, UACHTU(DUKATOPBHI.

2. OcobeHHocTu oOHapyX eHHs U (pUKcaLnun
KOMIIBIOTEPHOH  MH(pOpMalMU, cojaeprKaleit
anekTpoHHO-1uppoBeie cienst Ha CKT.

3. OcobeHHOCTH OOHapyXEHUS U aHaJIN3a
KOMITBIOTEPHON HH(OpMAIMK Ha YAaJCHHBIX
pecypcax, B MeECCEHIKepax WU JIIEKTPOHHOU
MoyYTe.

4. TIporpaMMHO-TEXHHYECKOE obecreueHne
ocmorpa u aHammza CKT wu kommbroTepHOI
uHbOpMaIIHH.

53 1. Anamu3z CKT (97eKTpOHHBIX HOCHTENEH 2 Brimonnenue
uHbOpMaIlMK)  CPEACTBAMH  OMEPAIMOHHOMN MPaKTUYECKHUX
CHCTEMBEI. 3aJJaHIHN

2.  AmnHanmu3 cucteMHbIX (ailnos, daiinos
peecTpa, XpOHOJIOTHH COOBITHIA ONEPariMOHHON
CUCTEMBI.

5.4 1. Uzydenue (hyHKIIMOHAIEHOTO 2 Brimosnnenue
Ha3HA4YCHHs]  MPHUKIAJHOTO  MPOrPaMMHOTO MPAKTUIECKHUX
obecneuenusa «HUPCODT». 3aJaHUN

2. Anamuz  CKT ¢ wucnosib3oBaHUEM
MPUKIATHOTO  MPOrPaMMHOIO  obecreueHus
«HHUPCODTy.

5.5 1. N3ydyeHue CTPYKTYpbl U COJEpKaAHUS 2 Brinonxnenue
UHPOPMALIUK, H3BICYEHHOW M3 HCCIETyEeMbIX MIPAKTUIECKHUX
CKT. 3aJaHui

2. Ananmu3 uH(pOpMaIMH, HU3BICYEHHOW W3
uccaenyembrx CKT (Ha mpumepe mporpamMMHO-
TEXHUYECKOTO KOMIUIEKCA «MoOHUITBHBIIH
KPUMHHAJIACT).

5.6 1. W3ydeHue CTPYKTYpbl U COJEpKaHUS 2 Brimonnenue
JIOTUYECKHUX u buznueckux o0pa3oB, MPAKTHYECKHUX
U3BJICUCHHBIX M3 HCCIENyeMbIX MOOMIBHBIX 3aJaHuN
YCTPOMCTB.

2. Ananmu3 uH(pOpMaIMu, HU3BICYCHHOW W3
MOOUIIBHBIX YCTPOMCTB (Ha npuMepe
POTPAMMHO-TEXHUYECKOTO KOMIUIEKCa
«MOOUTBHBIN KPUMUHATUCTY).

5.7 1. OcMOTp KOMIBIOTEPHOH  HH(pOpMAITUH 2 Boinonnenue
(mporpaMMHO-TEXHUYECKUE ACTIEKTHI): MPAKTHYECKHUX

MHTEPHET-PECYPC; 3alaHuM
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YYEBHO-METO/IMYECKAS KAPTA YYEFHOM JUCHUATIIMHBI
«IIpoTuBOACHCTBUE KHOEPTPECTYITHOCTH U OCHOBBI 3AIIUTH HH(OPMAITIT
(ITKuO3N)» nns cneuunanbHocTH 6-05-0421-01 (1-24 01 02) [IpaBoBeneHue
3ao4Has (hopMa MoJydeHus BbICIIEro 00pa30BaHUs
CPOK IMOJy4YeHHUs BhICIIEro oOpa3oBaHus 3 roja

KoanuectBo
ayIUTOPHBIX
4acoB

v

3HaHUHU

Haszsanue paznena, Temsl,
HAaMEHOBaHHE YUCOHBIX BOTIPOCOB

Howmep paznena, Temsl
JICKTTNN
CEMUHApPCKHe
PAKTUYECKUE
dopma KOHTPOJIS

9 cemectp (5 cemectp — ¢ Habopa 2021 r.)

Tema | IIlpaBoBble M OPraHU3aLMOHHO-TEXHUYECKHE | 2

1 MepbI ol0ecneyeHust HH(POPMALUOHHOM
0e30IIaCHOCTH B CHCTEME HAIHOHAJLHOM
0esonacHocTH Pecnny0siuku besapych

1.1 1. Ilomsarwue, comepkanue | 2
MH(POPMALIMOHHOM 0€30MacHOCTH.

2. TlpaBoBoe obecrieueHue
MH(POPMALIMOHHOM 0€30MacHOCTH.

3. OcHOBHBIC HampaBJICHUs OOECTICYCHUS
MH(POPMALIMOHHOM 0€30MMacHOCTH.

UTOI'O B 9-m cemectpe (5-M cemecTp — | 2
¢ HaOopa 2021 r.)

10 cemecTp (6 cemecTp — ¢ HaGopa 2021 r.)

Tema | OcHOBBI nporuBoJeicTBus | 2 4
4 KH0epnpecTyYMmMHOCTH

4.1 1. KubeprpecTymHOCTb: CYIIHOCTH uj| 2
coJiepKaHue, 0COOCHHOCTH TPOTHUBOICHCTBHSL.

2. T'nobGanpHas ceth HMHTepHET Kak cpena
COBEpILEHHS KHOEPIIPECTYIIIICHAH.

3. OcobenHocTH NOTy4YeHUs: HH(POPMAIUU U3
OTKPBITBIX HMCTOYHUKOB CceTH VHTepHeT s
pEeIIeHUs CTYXKEeOHbIX 3a/1a4.

42 1. Ceresoii [P-anpec, cumBonbHbIl (DNS) 1 2 Brimonnenune
MAC-agpec cereBoro ajanrtepa WM IOpTa MPAKTUYECKHX
MapLIpyTH3aTOpa. 3aaHui

2. Cnocobsl yctaHoBinenus [P-ampeca wu
CBeJIeHH 0 HeM. Bo3MoOKHOCTH yCTaHOBIEHUS
nuyHoctu 1o [P u MAC—-anpecam.

3. Hcnonp3oBaHME BHUPTYyaIbHBIX YacCTHBIX
ceren (VPN) u IIPOKCU-CEPBEPOB
(aHOHMMAI13epoB) B X0/€ BeO-cepduHra.

4. CocraBieHue 3alpocoB  oOIllepaTopam
AJIEKTPOCBSI3U Ha MOJIy4YeHHe HH)OPMALIHH.
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43 1. Tlouck wmHbpopmamuu B cetu HHTepHET 2 Brimonnenue
JUIL  pemieHus  3aJadyd  TMPOTUBOACHCTBUSA MTPAKTUIECKHUX
MPECTYMHOCTH. 3alaHui
2. Ilpoepka aapeca 3IEKTPOHHOW MOYTHI
(E-mail) u cBsi3aHHBIX ¢ HHM aKKayHTOB Ha
MpeAMET BO3MOYKHOM KOMITPOMETAITUH.
3. VYcraHoBieHue cBeleHUH O OaHKOBCKOMU
IUIATeKHOW  KapTouke  (BUJ  IUIATEXKHON
CUCTEeMBI, OAHK-ODMUTEHT, TUIl U CTATyC KapThl)
o 0aHKOBCKOMY UACHTU(PUKAITIOHHOMY
HoMepy BIN.
5 KomnbrorepHuasi uHpopManusi: o0HapyKeHue 4
U aHAJIU3
5.1 1. Kpumunamuctuuecknit anamuz CKT c 2 Brinonxnenue
UCIIOJIb30BAaHUEM MPUKIIATHOTO MPOrPaMMHOTO MPaKTUYECKUX
ob0ecneuenusa «HUPCODT. 3aJaHuN
2. KpumuHamucTuueckui aHanu3
uH(oOpMaIuy, W3BJICUEHHON W3 MOOWJIBHBIX
YCTpOHMCTB  (Ha  HpuUMEpe  MIPOrpaMMHO-
TEXHUYECKOTO KOMILJIEKCa «MoOuUIBHBIH
KPUMHUHAIIACT).
5.2 1. OcmoTp KOMMBIOTEpHOW  WH(OpMaIUU 2 Brinmonnenue
(mporpaMMHO-TEXHUYECKUE ACTIEKTHI): IIPAKTUYECKUX
UHTEPHET-PECypc; 3alaHui
anekTpoHHas nmoura (E-mail).
HUTOI'O B 10 cemectrpe (6-M cemecTpe —
2 8
¢ HaOopa 2021 r.)
®opma NPOMEKYTOYHON ATTECTALMHU 110 IK3aMeH
y4yeOHOM TUCHMILINHE
OO0u1ee kKoIMYECTBO MO Y4eOHOM qucuMILvInHe | 4 8 3




YYEBHO-METOJUYECKAS KAPTA YYEBHOU JUCIHUILIUHBI

«[IpoTuBOIEHCTBIE KHOEPIIPECTYIMTHOCTH M OCHOBBI 3aIIUTHI HH(POpMAITH
(IIKuO3N)» st criennanbHOCcTH 6-05-0421-01 (1-24 01 02) «ITpaBoBeaeHUE)

(npodunuzanuu «CyneOHO-IPOKYPOPCKO-CIEICTBEHHAS I€SITEIbHOCTDY,
«AJIMUHUCTPATUBHO-IPABOBAs IEATEILHOCTDY ) 3a04Hast (popMa MmoaydeHus

BBICIIIET0 00pa30BaHUs
CPOK IOJIyYEHHUS BBICIIETO 00pa3oBaHus 5 JeT
(nns Hab6opos 2021, 2022 rogos)

KomanuectBo
ayIUTOPHBIX
4acoB

3HAaHUU

Haszsanue paznena, TeMsbl,
HaMEHOBaHUE yUYeOHBIX BOIIPOCOB

Howmep paznena, Temsl
JIEKITU N
CEMHUHapPCKHe
MIPAKTUYECKUE
dopma KOHTPOJIS

9 cemecTp

Tema | [IpaBoBble M OPraHU3aNMOHHO-TEXHUYECKHE | 2
1 Mepbl olecreuyeHnst UH(pOPMALIMOHHOI

0€e30IIaCHOCTM B CHCTEME HAIHOHAJLHOM

0esonacHocTH Pecnny0siuku besnapych

1.1 1. Ilonsarwue, comepxanue | 2

MH(POPMALMOHHOM 0€30MacHOCTH.

2. IlpaBoBoe obecrieueHue
MH(POPMALMOHHON 0€30MacHOCTH.

3. OcHOBHBIE HampaBlieHUs OOECIEUYEHUs
MH(POPMALMOHHOM 0€30MMacHOCTH.

Tema | AnmapatHoe W mnporpaMMHoe o0ecne4yeHue 6
3 3alIMIEHHbIX KOMIIbIOTEPHBIX CHCTEM
3.1 1. Ayrentudukanus, aBTOpU3aLUs u 2 Brinonnenue
ynpasnenue nocrynom B OC Windows. MPaKTUYECKUX

2. AHTHUBHpYCHOE IpOTrpaMMHOE 3aJaHuN
obecrievyeHue.

3. HludpoBanue ¢aitnos u NarnokK
MOJIB30BATENsl C HCIOJBb30BaHUEM (DailsoBOM
cucreMbl EFS.

3.2 1. llIndpoBanue JTAHHBIX cpeAcTBaMU 2 Brimosnnenue
MPUKIIAJTHBIX TPOTPAMMHBIX POYKTOB. MPAKTUYECKHX
2. Co3maHue ¥ HCIIOJIL30BaHUE 3aIlUIICHHBIX 3aJaHui

KkpunrokoHreitHepos TrueCrypt.

3. Cozmanue  3amm@poOBaHHBIX  APXUBOB
JNaHHBIX. BoccraHoBieHue mapons MeToJaMu
noxbopa 1o cinoBapio u Brute-force.

4. 3ammra ChbeMHBIX HOCUTENeH nHpopmanun
oT HECAHKIIMOHUPOBAHHOTO JIOCTYyTIA.
bnokuposka 3anucu Ha USB-HocuTenu.

33 1. Meroasl BOCCTAHOBJIEHUS  yAAJICHHOM 2 Brimonnenune
UHQOpPMAIIMKM € 3JEKTPOHHBIX HOCHTENEH ¢ MPAKTUYECKUX




KomanuectBo

% ayJIMTOPHBIX =
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UCMOJIb30BAaHUEM CHEIMAIbHOIO IMPOrPaMMHOIO 3aJlaHui
oOecrievyeHus..

2. Tlopsnox yAAICHUS uHpopMaluu
HNPOrpaMMHBIMU CIIOCOOaMU 0€3 BO3MOXKHOCTH €€
BOCCTAHOBJICHHUSI.
3. IIposepka u yAaJcHHue CJIEZIOB
AKTUBHOCTH I10JIb30BaTENsl B CUCTEME.
HUTOI'O B 9 cemecTpe 2 6
10 cemecTp
Tema | OcHOBBI NPOTUBOACHCTBHUSA 2
4 KHOepnpecTYNMHOCTH
4.1 1. Tlouck mnpopmanuu B cetrt UHTEpHET. 2 Brimonnenue
2. Tlpomepka aapeca 3JIEKTPOHHOH MOYTHI MPAKTHYECKHUX
(E-mail) u cBsI3aHHBIX C HUM aKKayHTOB Ha 3aJlaHui
peIMeT BO3MOXKHOM KOMIIPOMETAIUH.
3. VYcraHoBieHue cBeleHUI 0 OAHKOBCKOM
IUIATeXKHOW  KapTouke  (BUO  IUIATEXKHON
CUCTEMBI, OAHK-OMUTEHT, TUIl U CTaTyC KapTbl)
1o 0aHKOBCKOMY UACHTU(DUKAITIOHHOMY
Homepy BIN.

5 KomnbroTrepHas naopmanusi: o0HapyKeHue 2
W AaHAJIU3

5.1 1. Anaimz  CKT ¢ ucnonb3oBaHuEM 2 Brimonnenue
INPUKIATHOTO  MPOrpaMMHOIO  oOecreueHus MPAKTHYECKIX
«HHUPCODT». 3aJaHui
HNUTOI'O B 10 cemecTpe 4
®opma NPOMEKYTOYHON aTTECTALMHU 110 IK3aMeH
Y4eOHOM TMCIUIJINHE
OO011ee KOJIMYECTBO MO YUeOHOM JTUCHMILINHE | 2 10 3




YYEBHO-METOJNYECKAS KAPTA YYEBHOM JUCIIUIIJINHBI
«IIpoTuBoaeiicTBHEe KNOESPIIPECTYITHOCTH H OCHOBBI 3alTUTHI HHPOPMAITHH
(IIKuO3N)» st criennanbHOCcTH 6-05-0421-01 (1-24 01 02) «ITpaBoBeaeHUE)
(mpodunuzamnus «AJIMUHUCTPATUBHO-TIPABOBAS ACATEIHLHOCTDY ) 3a0THAS
dbopmMa mosydeHus BBICIIETO 00pa30BaHUs
CPOK IOJIy4Y€HHUS BBICIIET0 00pa3oBaHus S rojaa (s Hadopa 2020 roaa)

KomanuectBo
ay TUTOPHBIX
JacoB

3HAHUU

HaszBanue paznena, TeMbl,
HANMMCHOBAHUEC y‘-I€6HbIX BOIIPOCOB

Howmep pazgena, TeMbl
dopma KOHTPOJIS

JIEKTTAN
CEMUHAPCKHUE
MPaKTUICCKUE

9 cemecTp
Tema | IIpaBoBble W OpPraHM3aNMOHHO-TEXHHYECKHE | 2
1 Mepbl ob0ecnieyeHust HHopMaLOHHO
0e30macHOCTH B CHCTeMe HaIMOHAJIbHOM
oe3onacuoctu Pecnyoiuku benapychb

1.1 1. TIlonstue, cozep)kaHue | 2

nH(}pOpMaITMOHHOM 0€30MMaCHOCTH.

2. IlpaBoBoe obecrieyeHue
nH(pOpMaITMOHHOM 0€30MMaCHOCTH.

3. OcHOBHBIE HampaBieHHs OOecreyeHHs
nH()OpMaIMOHHOM 0€30MMaCHOCTH.

Tema | Kananabl YTeYKH uHopmanuu u|2
2 0e3011aCHOCTh HHGOPMAIMOHHBIX CHCTEM
2.1 1. OcHoBHBIE yYIpo3bl Oe3omacHocTH | 2

MH(GOPMAIMOHHBIX CUCTEM.

2. Kananel yrteukn uHGOpPMAMU: BUBI,
coJiep:kaHne, 0COOCHHOCTH pealln3alllu.
3. CnocoObl ¥ CpeAcTBa MpPeaOTBPALICHHS

YTEUKH UH()OPMALIUH.

Tema | AnmapatHoe W mnporpaMMHoe o0ecrnedeHue | 2 4
3 3alIMIIEHHbIX KOMIIbIOTEPHBIX CHCTEM
3.1 1. OnepanroHHbIe CUCTEMBI u ux | 2

3aIUIIEHHOCTbD.

2. Metonpl u CpeacTBa 3aIUTHI

MH(POPMALIUU B KOMIIBIOTEPHBIX CUCTEMaX.

3.2 1. Ayrentuduxanmus, aBTOpHU3ALUS u 2 Brimonnenue
ynpasinenue foctynom B OC Windows. MPAKTUYECKHX
2. INonutuku 6e3onacHoctu OC. 3aJaHuin

3. AHTHBHpYCHOE IIPOrPaMMHOE
o0ecrieueHue.

33 1. Iudposanue ¢aiinos u TarnokK 2 Brinonnenue

MOJIB30BATENsl C HCIOJIb30BaHUEM (DailsioBOM MPAKTUYECKUX

cucrembl EFS. 3alaHuI

2. llludpoBanue JTAHHBIX CpeACTBaMU




21

Howmep pazgena, Tembl

HazBanue pa3znena, TeMsl,
HAaMMEHOBAaHHE YUYEOHBIX BOIIPOCOB

KommuectBo
ayAUTOPHBIX

4aCOB

JICKITU N

CEMHHApPCKUE

MPaKTUICCKHUE

v

dopma KOHTPOJIS
3HaHUUI

MPUKJIAJHBIX IPOTPAMMHBIX POYKTOB.

3. Meronbl  BOCCTaHOBJIEHUS  yJAJIEHHOU
uHpOpMallUM C DJIEKTPOHHBIX HOCHUTENEH ¢
UCIOJIb30BAHUEM CIELMAIBHOIO ITPOrPaMMHOIO
obecrie4eHusl.

Tema

OcHoBBI NPOTUBOACHCTBUS
KHOepnpecTYHOCTH

4.1

1. KuGeprpecTynHOCTb: CYIIHOCTb u
coJiep>kaHue, 0COOEHHOCTH MTPOTUBOICHCTBUS.

2.T'noGanpHast cetp WHTepHET Kak cpena
COBEpUIEHMSI KHOEPIIPECTYIIICHUH.

3. Oco0eHHOCTH MONy4YeHUS HHPOPMAIIH U3
OTKPBITHIX HCTOYHUKOB ceTH VHTepHeT s
pelIeHUs CITyXEeOHbIX 3a/1a4.

HUTOI'O B 9 cemecTpe

10 cemecTp

Tema

OcHOBBI NMPOTHBOACHCTBUSA
KHOepIpecTyNmHOCTH

4.1

1. Tlouck undpopmanuu B cetu MHTEpHET.

2. Tlpomepka aapeca 3IEKTPOHHOH MOYTHI
(E-mail) m cBsA3aHHBIX C HUM aKKayHTOB Ha
IpeMeT BO3MOKHON KOMITPOMETAITUH.

3. VYcraHoBieHHe CBelEeHUI 0 OAHKOBCKOM
IUIATeKHOW  KapTouke  (BUO  IUIATEKHON
CHUCTEMBbI, OAHK-DMUTEHT, THUI U CTaTyC KapThl)
o OaHKOBCKOMY UACHTU(PUKAITIOHHOMY
Homepy BIN.

Brinmonnenue
MPaKTUYECKUX
3aJaHui

KomnbroTepHas nagopmanusi: o0HapyKeHue
U aHAJH3

5.1

1. Kpumunamucruueckuit anamuz CKT c
UCTIOJIb30BAaHUEM MPHUKIIAAHOTO IMPOrPAaMMHOIO
obecneuerus «<HUPCODT.

Brinonnenune
MPAKTUYECKUX
3aJaHul

HNUTOI'O B 10 cemecTpe

dopma NpOMeKYTOUHOI ATTECTALMH 1O
Y4eOHOM TMCIUIJINHE

IK3aMeH

OO011ee KOJIMYECTBO MO YUeOHOH TUCUMILINHE

5
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NHOOPMAIMOHHO-METOANYECKASA YACTbH

OcHoBHas JuTEpaTypa
1. KoMmnbloTepHble TEPMHUHBI, CIEHT, >KaproH, COKpauleHus : nocobdue /
. H.JlaxTukoB ; yupexaeHue oOpa3zoBaHus «Akana. M-Ba BHyTtp. [en Pecr.
benapycb». — Musnck : Akanemust MB/], 2022. - 71 c.
2. IlpoTuBOACCTBUE MOUIEHHUYECTBY C MCIOJIb30BAHUEM 3JIEKTPOHHBIX
CpeACTB IuIaTexa : yueOHo-npaktudeckoe mocodue / J[. H.Jlaxtukos, I1.JI.bopoBuk;

noa pen. H. B. T'onyOsix. — ExatepunOypr: YpanbCKuil IOpUIUYECKUNA HUHCTUTYT
MB/I Poccumn, 2022. —T'n. 2. — C. 19-60.

JlonoJIHUTeIbHAS JTUTepaTypa

3. Opranuzanus paboOThl B 3aIIMIICHHBIX KOMITBIOTEPHBIX CUCTEMax : y4eOHO-
metoauueckoe mocooue / I1. JI. boposuk, A. I1. XKamnos ; Yupexaenue odpazoBanus
"Akanemuss MuHuctepcTBa BHYTpeHHHMX Jen PecnyOmuku benapycw". — MuHck :
Axanemust MB/], 2018. — 154 c.

4. Opranuszanus pacciaeoBaHus MPECTYIUIEHUI B cpepe BHICOKUX TEXHOJOTHUH :
yueObHoe mocooue / II. B. I'pumtomko[u np.]; mox oburpen. U. I'. Myxuna ;
Yupexaenne odpazoBanus "Akagemuss MuHHCTEpCTBa BHYTPEHHUX Jen PecmyOnuku
benapycp". — Munck : Axkanemust MB/], 2016. — 154 c.

HopMaTHBHBIE IPABOBbIE AKThI'

1. NHCcTpyKMst 0 mopsaKe MCHOJIb30BaHUS BEJOMCTBEHHOM CETH IEpenaydu
JAHHBIX W TJI00ATILHON KOMITBIOTEpHOU cetu MHTepHEeT B opraHax BHYTPEHHUX €T U
BHYTPEHHHUX BoMcKkax MuHuctepcTBa BHYTpeHHMX Jnen PecnyOmuku benapych:
[Tpuxa3z MB/I Pecniy6nuku benapych, 19 centsiops 2017 r., Ne 267.

2. Konnernust HarpionanpHOM 6e3omacHoctr Pecriybnuku benapych @ Ykas
[Ipesunenta Pecriyomuku benapycs 9 HosiOpst 2010 1., No 575 // Koncynprant [lroc :
benapych. [Onextponnsiii pecypc] / OO0 «¥OpCnektp», Hammonaneubiii LleHTp
npaBoBoi nHbopmaru Pecriyomuku benapycs. — Munck, 2023.

3. O emunolt 1mmdpoBoil TwiaThopmMe MuUHHCTEPCTBA BHYTPEHHUX €T :
npuka3 M-Ba BHyTp. aen Pecm. bemapyck ot 30 centsopst 2022 r., Ne 256.
4. O kubepOe3zonacHocTh: yTB. YKa3zoM lIpesunenra Pecryonuku benapych

14 deBp. 2023 r., Ne 40 // Koncynbrant Ilmtoc : benapych. [DnexkTpoHHslil pecypc] /
000 «X¥OpCnekrp», Hanmonanbubiii Llentp npaBoBoil uHpopmanuu PecrnyOnuku
bemapyce. — Munck, 2023.

5. O xonuenuuu uHGopmanmoHHou 6e3onacHoctu Pecnyonuku benapycs :
MOCTaHOBJICHUE Cosera 0e30macHOCTH Pecny6nuku benapycs,
18 mapra 2019 1., Nel // Koncynwrant I[lmroc: benapych. [DnekTpoHHbI pecypc] /
000 «X¥OpCnextpy», Harmumonanbubiii llentp mnpaBoBoii unpopmaiuu PecnyOnuku
benapyce. — Munck, 2023.

6. O wMepax IO COBEpLICHCTBOBAHUIO MCIIOJIB30BAaHUS HALMOHAIBHOIO

' HopmaTuBHBIE IPABOBBIE AKTHI UCTIOJB3YIOTCS B IEHCTBYIOIIECH PENAKIINK HA MOMEHT U3y4IeHHUs yIeOHON
JUCLIATUIMHBI
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cermenTa cetr MHTepHeT: yTB. YKazoMm Ilpesunenta Pecnyomuku benmapycs 1 ¢esp.
2010 1., No 60 // Koucynprant Ilmoc : bemapyce. [Dnextponnsiii pecypc] / OO0
«¥OpCrnekrpy, Hatmonanensiii Llentp npaBoBoit nadopmarnuu PecriyOnviku benapyce.
— MuHck, 2023.

7. 06 wundopMmaimu, uHGOpMaTU3aMKW W 3amuTe HHPOpMalMu : 3aKOH
Pecny6muku benapycsk, 10 HostOpst 2008 ., Ne455-3 // KoncynbranT [lmtoc : benapychk.
[Onextponnbiii pecypc] / OO0 «¥OpCnektpy», Hamumonanbubiii Ilentp mnpaBoBoi
uHpopmarmu Pecriyonuku benapyce. — Munck, 2023.

8. O6 ytBepxkaenun MHCTpyKuMu 00 OpraHM3allMd TEXHUYECKOH 3allluThl
uHbopMaIKi, HE OTHECEHHOW K TOCYJapCTBEHHBIM CEKpEeTaM, B TOCYAapPCTBEHHBIX
WHGOPMAIIMOHHBIX CHUCTEMax OpraHOB BHYTPEHHUX [l M BHYTPEHHHX BOWCK
MunucrepctBa BHyTpeHHuX Aen PecryOnmku benapycs : Ilpukas MBJI PecryGmuku
benapycs, 19 nexabpst 2019 r. Ne 331.

Meroanueckue peKOMEHIALNH 10 OPraHNU3ALUH W BbITIOJIHEHHUIO
CaAMOCTOATE/IbHOM pa0dOThI 110 YU4eOHOM IUCHUILINHE

KonndecTBo y4eOHBIX 4acOB, OTBEJIECHHBIX HA CAaMOCTOSTEIBHYIO paboTy 1O
yueOHOH nucnurumae «IIpoTuBoericTBHE KMOEPIIPECTYIMTHOCTH W OCHOBBI 3aIlIUTHI
nHopmaruu (ITIKuO3N)» B cooTBeTCTBUU ¢ YyueOHBIM I1aHoM Akanemun MBJI niis
crieruanbHOcTe 6-05-0421-01 (1-24 01 02) IlpaBoBenenue u 6-05-0421-03 (1-24
01 03) DxOHOMHUUYECKOE MPABO COCTABJISET:

JTHEBHas (popma mosrydeHusl Beiciiero oopasoanusi — 50 4acos;

3ao4yHas (hopma MoTy4deHHUs BBICIIETO 00pa30BaHUS:
CPOK MoJyueHus oopa3oBaHus 3 roja — 86 4acos;

3a0yHas (opma MONy4yeHUs BbICHIEro oOpazoBaHus (Wi TpoduIU3aImii
«CyneOHO-IPOKYPOPCKO-CIEICTBEHHAST  JIEATEIBbHOCTEY,  «AJIMHUHUCTPATUBHO-
paBoBasi AeSATENbHOCTE», HAOOph! 2021 1 2022 roaos):

CPOK TOJTyueHHUs oOpa3oBaHus 5 JieT — 86 4acoB;

3a04yHasi (opma TMOdy4deHUs BbICHIEro oO0pazoBaHus (s TpodUIU3ALIH
«AIMUHHCTPATUBHO-TIPABOBAS ACSITEIBHOCTHY, HA00p 2020 roaa):
CPOK ToryueHust oopazoBaHus 5 et — 128 yacos;

[Topsimok opraHu3aluu CaMOCTOSATEIbHON pabOThl MO y4eOHON JUCIUTUIMHE
«IIpoTuBozaeiicTBUE KHOEPIPECTYITHOCTH W  OCHOBBI  3alIUTHl  MH(POpMALIUU
(ITKuO3WN)» comepx’UTCS B METOAMYECKUX PEKOMEHIAIUIX M0 M3yYCHUIO y4eOHOMH
JCHUIINHBI.

IlepeyeHb HCHOJIB3yeMbIX CPEACTB JAUATHOCTUKH Pe3yJbTATOB Y4eOHOH
AeATeJbHOCTH

JIns AMarHOCTUKY KOMIETEHIUNA OOYYaroIIMXCsl MCIOJIB3YIOTCS CIICIYIOIIHE
YCTHBIE U TUCbMEHHBIE ()OPMBI:

YCTHBIN OIIPOC;

BBITIOJIHEHUE MTPAKTUYECKUX 3aJaHUM;
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9K3aMCH.

Kpurtepuu oneHOK pe3yJbTaToB y4eOHOM AesITeJIbHOCTH.
JIist OLleHKH Y4YeOHBIX JOCTHXKEHUU OOy4YarolMXCA MCHOJb3YIOTCS KPUTEPUH,
pexoMeHoBaHHble MuHKCTEpCTBOM 00pa3zoBanus PecnyOnuku benapych.
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IMPOTOKOJI COTJIACOBAHMSI YYEBHOM ITPOT'PAMMBI
no yueOHoit quctumiune «[IpotuBojeiicTBre KUOEPIPECTYMHOCTH U OCHOBBI
3amuThl nHPopmaruu (ITKuO3W)» nist cnenuansHOCTEN
6-05-0421-01 (1-24 01 02) ITpaBoBenenue, 6-05-0421-03 (1-24 01 03)
DKOHOMHUYECKOE MPABO

Ha3zanwne yuebnoi
JHCIUIIIMHBI, C KOTOPOH
TpebyeTcs cornacoBaHue

HasBanue kagenpst

[pennoxenus 06
N3MEHEHHSX B
COJICp’KaHNU yueOHOU
NIPOTPaMMBI YUPEKICHUS
BBICIIIETO 00pa30BaHUs
M0 y4eOHOM NUCIUIUINHE

Pemenne, npunsiroe
kadenpoii, paspaboTaBmici
yueOHy!0 mporpaMmy (c
yKa3aHHEM JaThl © HOMepa
MIPOTOKOJIA)

Opranuzanua u TakTukaOnepaTUuBHO-
JIeATETbHOCTH
ONEPATUBHBIX
MoApa3IeICHUI
KPUMUHAIbHOU
MUJTUIUY;
OnepaTUBHO-PO3BICKHAS
JIeATETbHOCTh ~ OPraHOB

BHYTPEHHUX JIe]

PO3BICKHOM
nesreabnoctd DKM

[Ipennoxxenuii He
IIOCTYIINIIO

PexoMeHnOBaTH K
YTBEPXKIACHUIO B
MPEJCTABICHHON
peaaxkuuu (IIpoTOKOI
Ne ot T.)

HauansHuk kadenps
OTIepPaTHUBHO-PO3BICKH

OU NeATEeIbHOCTH

bakynpTeTa KpUMUHATBHOM MIJIULIAA

ITOJIKOBHHUK MHJIMITUH

A.H.Tyxkano
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YTBEPXJIAIO
IlepBeIit 3amecTUTEND HAYAJIBHUKA
yupexaeHus: o00pa3oBaHUs
«Akagemuss Munucrepcrna
BHYTPEHHHUX JIEJ1
Pecniy6nuku benapycb»
MOJKOBHUK MUJIMIUU
A.B.baman
20

JIOMOJITHEHUA U UBMEHEHUS K YYEBHOM ITIPOT'PAMME
1o yuebHoil nucturnse «lIpotuBoaeiicTBue KUOEPIPECTYITHOCTH U
ocHoBbI 3a1uThl nHPopManuu (ITKuO3M)»

1 cnenpanbHocTen 6-05-0421-01 (1-24 01 02) ITpaBoBeneHue
6-05-0421-03 (1-24 01 03) DxoHOMUYECKOE TTPABO

NoNo JlonmoaHEHUsT U U3MEHEHUS OcHoBanHue
T

YyeOHast mporpamMma TepecMOTpeHa U O0J00peHa Ha 3aceqaHuu  Kadeapbl
nH(OPMAITMOHHOTO TIpaBa (paKyIbTeTa KPUMUHATILHON MUTUITUHN (TPOTOKOT No
oT 20 1)

HauanpHuk (3aBeayromniuii)
Kadeapsl

(y4eHas cTeneHb, y4eHOE 3BaHHE) (moamnuce) (U.0.Pamunus)

COTI'JTACOBAHO

(mognuce) (M.0.Damuus)

(nata)

OnoOpeHbl U PEKOMEHJOBAHBI K YTBEPKACHUIO HAYyYHO-METOJAUYECKUM COBETOM
yapexeHus: oopazoBanus «AkagemMus MuHHUCTEpCTBa BHYTpeHHHX Jen Pecrybnuku
benapych» (mpotokon Ne ot 20 ropa).
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YTBEPXJIAIO

IlepBeIit 3amecTUTEND HAYAJIBHUKA
yapexaeHUsT 00pa30BaHUS
«Axanemuss MunucrepcTBa
BHYTPEHHHUX €

PecnyOnnku benapycb»

MOJIKOBHUK MUJIUIIAN
A .B.bamman
.2023

JIOIIOJTHEHUA U U3MEHEHMS K YYEBHOM ITPOI'PAMME
no yuebnoit quctmrnae «lIpotuBoaeiicTBue KUOEPIPECTYTHOCTH
¥ OCHOBBI 3aIIIUTHI HHPOPMALTUH
U1 crienranbHocTer 6-05-0421-01/1-24 01 02 IlpaBoBeneHue
6-05-0421-03/1-24 01 03 DxkOHOMUYECKOE TPABO

NoNe JIomoTHEHNST U U3MEHEHUS OcHoBaHue
T

1. A03arr 3 o0opoTa THUTYJBHOTO JIMCTAa H3JIOKUTH B HOBOU VY1Bepxkenue

peaaKluy COTJIACHO MPHIIOKEHUIO 1. o0pa3oBaTeNbHBIX
CTaH/IapTOB IO

CHELMAIBHOCTAM

6-05-0421-01
IIpaBoBeneHue
6-05-0421-03

DKOHOMHMYECKOE PaBO

VY4yeOHass mporpaMMa NEpecMOTpeHa U 0J100peHa Ha 3acelaHuu Kadenpsl U
H(OpMAIIMOHHOTO MpaBa (akyIbTeTa KPUMUHAIBHON MWIMIMH YUYPEXKICHUS
oOpa3oBanus «Akanemuss MuHucTepcTBa BHyTpeHHUX Jien Pecyonuku bena-
pych» (mpotokosi No  oT . .2023).

Hauansauk kadenps

MH(POPMAIMOHHOTO MpaBa

(dakyybTeTa KPUMUHAIILHOW MWJIUITUN

MMOJIKOBHUK MUJIMLIUA J.H.JIaxTukoB

On00peHbl U PEeKOMEHJIOBAHBI K YTBEPKJICHUIO HAYYHO-METOJAUYECKUM COBE-
TOM YUYpexJeHUs 00pa3zoBaHusl «Akajnemusi MuUHUCTEpCTBA BHYTPEHHUX €]
Pecniy6nuku benapyce» (mpotokon Ne ot . .2024).
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[Ipunoxenue 1

YyeOHasi mporpamMma COCTaBlieHa Ha OCHOBE O0Opa30BaTENbHBIX CTAHIAPTOB OOIEro
BBICIIIETO 00pa3oBaHus 1o crneruanbHocTIM  6-05-0421-01 «IIpaBoBenenue», 6-05-0421-03
«OKOHOMUYECKOE TIPaBO», YTBEPKACHHBIX TIOCTAHOBIEHHEM MuHHUCTEepcTBa 00pa3oBaHUs
Pecniy6muku benapych ot 01.09.2023 1. Ne 297, npuMepHBIX y4eOHBIX IUIAHOB IO CTICITHATBHOCTH
6-05-0421-01 «IIpaBoBenenue» ot 30.01.2023 Ne 6-05-04-016/mp., mo cneruanbHOCTH 6-05-0421-
03 «3xonomuueckoe mpaBo» oT 30.01.2023 Ne 6-05-04-017/mp.; yueOHBIX TIIAHOB YUPEKICHHS
oOpazoBaHusi «Akagemuss MuHHCTEpCTBa BHYTpeHHUX Jen PecnyOmmku  bBemapyce» 1o
cnenuaibHoCcTAM: 6-05-0421-01 «IIpaBoBenenue», 6-05-0421-03 «DOkoHOMHUYECKOE IIPABOY;
KBATU(UKAIMOHHBIX  XapaKTePUCTHUK  CIEIUATUCTA-BBIMYCKHUKA 10  CICIHAIBHOCTSIM
«IIpaBoBenenne», « IKOHOMUIECKOE TIPABOY.
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YTBEPXIAIO

ITepBblil 3aMeCTUTENL HAYATIb-
HUKa YUPEKICHUs] 00pa30BaHMUs
«Axkanemus MuHucTepcTBa BHY-
TPEHHUX JET

Pecnybnuku benapycb»
MOJIKOBHUK MUJIUIUA

A.B.baman

29.01.2024

JTIONMMOJIHEHUSA U U3SMEHEHUSA K YYEBHOM NTPOI'PAMME
o yueOHo nucuumiune «[IpotuBoaeiicTBue KMOEPIPECTYMHOCTU U OCHOBBI
sammThl uHGopmatuu (IIKuO3W1)» monyns «HpopmarmonHas 6e3omnac-

HOCTB» 110 crienraibHOCTsIM 6-05-0421-01 (1-24 01 02) IIpaBoBeneHue,
6-05-0421-03 (1-24 01 03) DxoHOMUYECKOE MPABO

NoNo
o/ JlonoJiHEeHUSI U U3MEHEHUS OcHoBaHue
1. |Iompaznen «OO0mee KOJIUUECTBO YacoB U KO- | Pemenne  kadenpsl,

JIMYECTBO ayJAUTOPHBIX YacOB, OTBOJAUMOE Ha
H3y4yeHue y4eOHOM MMCIUIUIMHBI B COOTBET-
CTBUU C YYEOHBIM IJIAHOM YUPEKICHUS BbIC-
mero oOpa3oBaHMs MO CIEUUATBHOCTUY» pa3-
nena «llogcHuTenbHas 3amucKa» ISl BCEX
dbopM MoTydeHHs! BBICIIETO 00pa3oBaHUs J10-
MIOJIHUTH CJIOBAMU:

/nesnas ¢hopma nonyuenus gvicuieco oopaso-
8aHUA:

«Dopma Tekymield arTecTaluu 1Mo y4deOHOU
OUCLUIUIMHE: B / CEMECTPE — YCTHBIM ONPOC
o TemMaMm 1-5»

3aounasn popma nOYy4eHus. gbICULE20
oopazosanus (015 nabopos 2020 u 2021 20008):
«Dopma Tekymied arrecTaluu Mo y4deOHOU
nucuuiivee: B 10 cemectpe — yCTHBINM onpoc
o TeMam 1-5»

3aounas gopma nomyueHus gvlCULe20
oopazosanus (013 Habopos 2022 u 2023 20008):

npotokosr Ne 6 ot
27.12.2023.
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«®opma Tekymield arTecTaluu Mo Yy4eOHOU
TUCIIUIIMHE: B 6 CEMECTpe — YCTHBIM OMpPOC
1o TeMam 1-5»

2. | YueOHO-METOAMYECKUE KapThl Y4eOHOU auc-
LIUIUTUHBI JUTIsl BceX (OpM TMOTyUYeHHUs BhICIIIe-
ro oOpa3zoBaHusi mnepen NyHKTOM «®Dopma
MPOMEXYTOYHOM aTTeCTalldh IO Yy4YEOHOM
JTUCLUIUIMHEY JTOTIOJTHUTD TYHKTOM:

«Dopma TEKylIed aTTecTaluyd Mo Yy4eOHOM
JTUCUUIUIMHE — YCTHBIA OMpOC IO Temam |-

5»).

Y4yebnas mporpaMma MepecMOTpeHa W 0JI00peHa Ha 3aceqaHuu Kadeapsl UH-
dbopmarmoHHoro mpasa paxynbTeTa KpUMUHAITBHOW MIIMIIMH YUPEXKIACHUS 00-
pazoBanus «Axanemuss MuHucTtepcTBa BHYTpeHHHX Aen PecrnyOnuku bena-
pych» (mpotokoi Ne 6 ot 27.12.2023).

Hauanbauk kadenpol

MH(}OPMALIMOHHOTO TTpaBa

(dakyIbpTeTa KPpUMUHATLHOW MITHITUN

MOJIKOBHUK MUJINIUHA JI.H.JIaxTukoB

OnoOpeHbl W PEeKOMEHIOBaHBI K YTBEPIKICHUIO HAYYHO-METOJIUYSCKHM COBE-
TOM YyUpexkIeHHs oOpazoBaHus «Akamgemuss MHUHHCTEpCTBAa BHYTPEHHUX JEI
Pecnybnuku benapycb» (mpotokon Ne 6 ot 19.01.2024).
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YTBEPXAKO

HavyanbHuK yupexaeHus
06pa3oBaHnsA «AKafeMus
MuHUCcTepcTBa BHYTPEHHUX Aen
Pecny6nuwicu benapycb»
reHepiinmLL" p Muanumm

A.lN.Bacunbes
CH. 2024

JNOMONMHEHNA N UBMEHEHWA K YYETHOW MPOrPAMME
no y4yebHon gucumnnnHe «MpoTnBogelicTBue KN6epnpecTynHOCTA U OCHOBBI
3almMThl MHOPMaLUU» MOAYNb «HPOopMaLMoHHas 6e30NacHOCTb»
no cneunanbHocTaM 6-05-0421-01 (1-24 01 02) MpaBoBefeHuMe,
6-05-0421-03 (1-24 01 03) SKOHOMMYECKOE NPaBo

NoNo
n/n
1. Tewmy 4 «OCHOBBI NpOTUBOLENCTBUSA
KnbepnpecTynHocTu»  nogpasgena  «CopepxaHue
yuyebHOro marepuana» pasgena «llosicHuTenbHas
3anmcka» JonoJIHUTL TEKCTOM:
«Cnocobbl COBEPLUEHNA KMOepnpecTynaeHnin (B T. u.
COMpPSDKEHHbIE C  NOAMEHOM BuAeo- U (Mnm)
ayaumovHgpopMauum ¢ NPUMEHEHWEM  3/1EMEHTOB
MCKYCCTBEHHOI O MHTE/NEKTA): 0COBEHHOCTH, NOPSALOK
06Hapy>XeHUs, aHanm3a u (UKcauum KOMMbHOTEPHO
NHopMaLn, BO3MOXHOCTU NPOTUBOLEACTBUS.

2. M3n0XnTb  YyUe6HO-METOAMYUECKYHD KapTy Y4e6HOi
OUCLUMNAINMHBL - ANA  OHEBHOM  (hOpMbl  NOMY4YeHUs
BbICLLEr0 06pa3oBaHuA And cheunanibHocTein 6-05-
0421-01 (1-24 01 02) MpaBoBefeHue 6-05-0421-03
(1-24 01 03) ODKOHOMWYECKOE MpaBO B HOBO
pefakuun (npunoxeHue 1).

3. V3noxuTb pasgen «HpopmaLMoHHO-MeToaMYecKas
yacTb» B HOBOI pefakuun (NpunoXxeHue 2).

LJononHeHna n n3MeHeHus OcHoBaHuve

PelwieHune Kaheapbl,
npoTokon Ne 9
oT <?P.03.2024

YyebHast nporpamma nepecmMoTpeHa W ofobpeHa Ha 3acefaHuy  Kadegpbl
NHOPMALMOHHOIO npaBa (akynbTeTa KPUMWUHANbHON MUAUMLWKN  YUYPEXAEHMNS
obpasoBaHMA «AKagemMuss MuHMUCTepcTBa BHYTPEHHUX aen Pecnybnumku Benapycb»
(npoTokon Ne 9 ot 29 .03.2024).

HauanbHuk Kadenpbl

MH(OPMaLMOHHOIOo npasa

(hakynbTeTa KPpUMUHANBHOW MUINL NN

NONKOBHUK MUNNL NN [.H.JTaxTrnkos
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COI'ZTIACOBAHO

Hauanbhuk QakynbreTa
KPUMUHAITEHON MUJIHIIAU
MOJIKOBHUK MUJIMLIUU

A.B.TI'oBopako
29.03.2024

O,ZIO6pCHBI H PCKOMCHIOBAHBLI K YTBCPKIACHHIO HAYYHO-MCTOOAUYCCKHUM COBCTOM

yupexaeHus: oopazoBanus «Axkagemus MuHucTepcTBa BHYTpEeHHUX Aen PecnyOnmku
benapyce» (mpotokosn Ne 12 ot 18.06.2024 rona).



[Tpunoxenue 1

YYEBHO-METOJUYECKAS KAPTA YYEBHOM JUCIIUIIJIMHBI
«IIpoTrBOACHCTBHE KHOESPIIPECTYITHOCTH M OCHOBBI 3AITUTHI HH()OPMAIIUI)
1 cnenpanbHocTer 6-05-0421-01 (1-24 01 02) IIpaBoBenenue
6-05-0421-03 (1-24 01 03) DxoHOMHYECKOE TTPaBO
JTHEBHas (opMa MOITYUYCHHS BBICIIETO 00pa30BaHUs

KomunuecTso
g ayIUTOPHBIX é
= 4acoB 2
g 0 s
= Hassanue paznena, Temsl, % 5 §~ >§
g HaMMEHOBaHHE YYEOHBIX BOIIPOCOB = 2| 8 S =
a, | 8| £ s
) ol = = p=
2 = 2| 8 g
an S| E iS)
7 cemecTp
Tema | [IpaBoBble W OpPraHU3alMOHHO-TEXHUYECKHe | 2 | 2
1 Mepbl oOecniedyeHUs1 MHPOPMAUMOHHON 0e3-
ONMACHOCTH B CHCTeMe HAIMOHAJLHON 0e3-
onacHocTu Pecnny0siuku benapychb
1.1 1. IlonsiTie, conepxanne WHPOPMALMOHHOHN | 2
0€30MacHOCTH.
2. [IpaBoBoe oOecmeueHne WHHOPMAIIUOH-
HOM 0€30MacHOCTH.
3. OcHOBHBIC HaNPABIICHUSI 00CCIICUCHHSI HH-
(dhopMaIMoHHON 0€301aCHOCTH.
1.2 1. [IpaBoBOE M OpraHMU3alMOHHO-TEXHUYE- 2 YceTHBI o1poc
cKkoe obecrieueHne MHPOPMALMOHHON Oe3omac-
HOCTH.

2. Mepsl mo obecneueHHI0 HH(pOpMaIMOH-
HOM 6€301acHOCTH.

3. l'ocynapcTBeHHbIE OpraHbl, 00ecreynBaro-
e uHPOPMAIMOHHYI0 0Oe30macHocTh B Pec-
nyOmuke benapych.

4. Mecto MuHucTepcTBa BHYTPEHHUX M€ B
CUCTEME T'OCYJapCTBEHHBIX OpPraHOB, 0Oecredn-
BalOMIMX HWHPOPMAIIMOHHYI0 O€30MacHOCTh B
Pecniyonuke benapych.

Tema | Kanaabl yreuku uHpopmanuu U Oesomac- | 2 | 2
2 HOCTb HH()OPMALMOHHBIX CHCTEM

2.1 1. OcHOBHBIE Yrpo3bl Oe30macHOCTH HHGOp- | 2
MAITUOHHBIX CUCTEM.

2. Kanane!l yTeukun mHOpMAIMU: BHIBI, CO-
JiepKaHue, OCOOCHHOCTH pealn3alluu.

3. CocoOsl W CpencTBa MPEIOTBPAIICHHS
YTEUKU UH(POpMAIUH.

2.2 1. Yrpo3sl uHbOpMaIIMOHHONW 0€30MMacHOCTH 2 YcTHBI# onpoc




Howmep pazgena, Tembl

Haszpanue paznena, TeMbl,
HANMMCHOBAHUEC y‘-I€6HBIX BOIIPOCOB

KomanuectBo
Ay TUTOPHBIX

4aCOB

JIEKITU N

CEMHHApPCKUE

MPaKTUICCKUE

dopma KOHTPOJIS 3HA-
HUU

u ux uctouyHuku. HedopmanbHas monenb BO3-
MOJKHOT'O HapyluTenss HHPOPMALMOHHON 0e3-
OIaCHOCTH.

2. Kananel yreuku vH(OpMauu: BUIBI, CO-
JiepKaHNe, OCOOCHHOCTH Pealn3allnu.

3. CnocoObl 0OHapy»keHHs (BBISBIECHUS) TEX-
HUYECKUX KaHaJIOB YTEUKH HH(OPMALINH.

4. 3anmra uHGOpMAIMM  OrpaHUYEHHOTO
pacrnpocTpaHeHHs OT YTEUKU Yepe3 TEXHUYECKHe
KaHaJIbl yTeUKU UHPOpMaLIUH.

5. OcHOBHBIE MOAXOMBI K 3aluTe HH(pOpMa-
i B Enunom nmdpoBoM npoctpanctse MBJ]
Pecniy6nnku benapychb

Tema

AnmapaTHoe H NpPOrpaMMHoe ofecriedeHue
3alMIIEHHBIX KOMIILIOTEPHBIX CHCTEM

14

3.1

1. OnepanvoHHbIE CUCTEMBI U UX 3allMILEH-
HOCTb.

2. MeTonel M CpeAacTBa 3amuThl HH(pOpMa-
1Y B KOMITBIOTEPHBIX CUCTEMAX.

3.2

1. ITonutuka MHGOPMAITMOHHOW Oe30IacHO-
cTH enuHOM mudpoBoi miuarGopmel Munucrep-
CTBa BHYTpeHHHUX Jien PecryOnuku benapych.

2. OcobeHHocTH (PyHIaMEHTATBLHOTO TOJIXO0-
Jla K IOCTPOCHUIO apXUTEKTYpPhl CUCTEMBI 3allt-
ThI. [ToacucTeMbl 0€30MacHOCTH ONEpPalMOHHOMN
CHCTEMBI.

3. Kpunrorpadguueckass 3ammra  JaHHBIX.
Buptyanbable yactHblie cetu (VPN).

4. 3ammTa nepuMeTpa KOMIbIOTEPHBIX CETEU
(unbTpanmst Tpaduka, CKpbHITHE BHYTpEHHEU
CTPYKTYPBI U aJpecaliuy, IpOTHUBOICHCTBUE aTa-
KaM Ha BHyTpeHHHE pecypchbl). OOHapykeHHe
aTak (OTMacHBIX JACHCTBUN HapyIIUTENEH) U Ore-
paTHBHOE pearupoBaHuUE.

VYeTHBI onpoc

3.3

1. AHTHBUpYCHOE TporpaMMHOe obecreye-
HUE.

2. Pe3epBHoe konupoBanue. Co3mpanue oopa-
33 CUCTEMBI.

Brinmonnenue
MPAKTUYECKUX
3aJaHui

3.4

1. IIudpoBanue ¢aiaoB M MaNoOK MOJIb30-
BaTellsl C MCIOJIb30BaHUEM (DaliiIoBO CHCTEMBI
EFS.

2. Co3gaHMe M HCIOJIb30BAHME AJIEKTPOH-

Brimonnenue
MPAKTUYECKUX
3aJaHul




KomanuectBo

% ay TUTOPHBIX ‘é
= 4acoB i
g o S
% Haszpanue paznena, TeMbl, _ é’ = g E
Q
s HaMMEHOBaHHE YYeOHBIX BOIIPOCOB S § 2 %
& 5| 2| & =
3 | 2| & &
an S| & iS]
HOM 1M(pPOBON MOJNUCH CPEeACTBAMHU OIeparu-
OHHOM CHCTEMBI.

3.5 1. IIudpoBanue naHHBIX CpeACTBAMHU IpH- 2 Brimonnenue

KJIQIHBIX MPOTPAMMHBIX MPOYKTOB. MPAKTUYECKHUX
2. Co3pnaHue W UCHOJNb30BAaHUE 3aIIMIICH- 3aJlaHui
HBIX KpunTokoHTelHepoB TrueCrypt.

3.6 1. Cosznmanue 3ammppoBaHHBIX APXUBOB JaH- 2 Brimosnnenue
HBIX. BoccTaHoBiIeHHE aposisi METo1aMH 10100~ MPAKTUIECKUX
pa mo cioBapio u Brute-force. 3aaHui

2. Creranorpaduveckue METOABI 3aIIUTHI
nHbOpMAITIH.

3.7 1. CpeactBa BupTyalM3allMd: YCTaHOBKA, 2 Brinmonnenue
HACTPOWKa U UCIIOJIb30BaHHUE. MPaKTUYECKHUX

2. TocreBas OC Linux: ycTaHOBKa U aaMH- 3a/laHui
HUCTPUPOBAHHUE.

3. Ownnaiin-onpenenenue napamerpoB User
Agent.

3.8 1. MeToapl BOCCTAaHOBIIEHUS YJAJICHHON WH- 2 Brimonnenue
dbopmarmu ¢ AMEKTPOHHBIX HOCUTENEH ¢ UCIONb- MPAKTHYECKHUX
30BaHMEM CIEUUATBLHOTO MPOTrPaMMHOT0 oOecre- 3aJlaHui
YEHUSI.

2. Topsmox ynanenuss wHGOPMALUHU TIPO-
rpaMMHBIMH crioco0amu 0e3 BO3MOXKHOCTH €€
BOCCTAQHOBJICHMSI.

3. TlpoBepka u yAaneHHe CIEIOB aKTUBHO-
CTH I10JIb30BATENIS B CUCTEME.

3.9 1. Opranuzanus 6€30MacCHOTO XpaHEHUs Ma- 2 Brinosnnenue
pojieil B 3alllMIIAeMbIX KOMIIBIOTEPHBIX CHUCTE- MPAKTHYICCKHIX
Max. 3aJaHul

2. 3ammra (aiiIoB M ManoK OT HECAHKIIHO-
HUPOBAHHOTO JIOCTYTIA.

3. 3ammra CheMHBIX HOcUTeled WH(OpMa-

[IUM OT HECAaHKIIMOHUPOBAHHOTO JI0CcTyNa. bioku-
poBka 3anucu Ha USB-HocuTenu.
Tema | OcHoBBI NpOTHBOACHCTBHA KNOepnpecTynHo- | 2 | 2 | 4
4 CTH

4.1 1. KubGepnpecTynmHOCTh: CYIIHOCTh U conep- | 2
XKaHHe, 0COOEHHOCTU MPOTUBOICHCTBUSI.

2. CriocoObl coBepIlIeHUsT KHOepIpecTyIuie-
HUH (B T. 4. CONPSDKEHHBIX ¢ TOJMEHOM BHJICO- U
(unn) ayauouHpoOpMaluu ¢ MPUMEHEHUEM dJie-
MEHTOB MCKYCCTBEHHOTO MHTEJUIEKTA).

3. 'mobanpHas ceth IHTEpHET Kak cpena co-




Howmep pazgena, Tembl

Haszpanue paznena, TeMbl,
HANMMCHOBAHUEC y‘-I€6HBIX BOIIPOCOB

KomanuectBo
Ay TUTOPHBIX

4aCOB

JIEKITU N

CEMUHAPCKHUE
MPaKTUICCKUE

dopma KOHTPOJIS 3HA-
HUU

BEpIICHUSI KUOEPIIPECTYIIICHUH.

4. OcobeHHOCTH MOTYy4YeHHs] HHPOPMAIIUHU U3
OTKPBITBIX UCTOYHUKOB ceTH MHTEepHeT mis pe-
IIEHUS CITY)KEOHBIX 3a]1a4.

4.2

1. Tlpectymienus, coBepiiaeMbie ¢ UCIOJIb-
30BaHMEM  HMH(POPMAIMOHHO-KOMMYHHUKAIIHOH-
HBIX TEXHOJIOTUM.

2. CnocoObl coBepIieHUs KHOEPIIpeCTyTIe-
HUM ¥ OCOOCHHOCTH TPaBOIPUMEHUTEIHHON
npakTuku (cT. cT. 212, 209, 222, 340, rnaBsr 31
YK Pecniybnuku benapycs).

3. [onmena Buaeo- u (win) ayauonHdopma-
MU C IPUMEHEHUEM 3JIEMEHTOB MUCKYCCTBEHHO-
ro MHTEIJIEKTa KaK CIOCO0 COBEpIICHHS Ipe-
CTYIUICHUU.

4. 3nauenue cereBoit ampecanuu (IP, MAC,
DNS) B npoTHBOAEHCTBUN KHOEPIIPECTYITHOCTH.

5. OcoOeHHOCTH TOHCKa OMNepaTHBHO-3HA-
9ruMON MH(OPMAIIUU U3 OTKPBITHIX UCTOYHHKOB
cetu MHTepHeET, conmanbHbix cererd 1 DarkNet.

VYeTHBI onpoc

4.3

1. Ceresoii [P-anpec, cumBonbHbll (DNS) 1
MAC-anpec ceTeBoro ananrepa WIH TOpTa
MapuIpyTH3aTopa.

2. CnocobObl ycranoBienus I[P-ampeca wu
CBelleHUN 0 HeM. BO3MOXXHOCTH yCTaHOBJICHHS
nuyHocTy 1o [P 1 MAC—anpecam.

3. Hcmonp30BaHWE BHPTYATbHBIX YaCTHBIX
cereii (VPN) u npokcu-cepBepoB (aHOHUMaii3e-
pOB).

4. CocraBlIcHHE 3aIllpoCOB  OllepaTopaM
JIEKTPOCBSI3U HA TOJTYYeHHE HH)OPMAIIHH.

Brimonaenue
MPAKTUYECKUX
3aJaHni

4.4

1. Touck umHdpopmanuu B cetu HHTepHeT
JUISL pelIeHHs] 3aJaud NpPOTUBOJCHCTBHUS IIpe-
CTYIIHOCTH.

2. IlpoBepka amgpeca 3JIEKTPOHHOW MOYTHI
(E-mail) u cBsi3aHHBIX ¢ HHMM aKKayHTOB Ha
peIMeT BO3MOKHOM KOMIIPOMETAIUH.

3. VYcraHoBieHHEe cBeleHUH O OaHKOBCKOM
IUTATEKHOW KapTouke (BMJ IUIATEKHOM cucTe-
MBI, OaHK-SMUTEHT, THI U CTaTyC KapThl) IO
0aHKOBCKOMY HJICHTH(PUKAIIMOHHOMY HOMEPY
BIN.

Brimonnenue
MPAKTUYECKUX
3aJlaHuH




Howmep pazgena, Tembl

Haszpanue paznena, TeMbl,
HANMMCHOBAHUEC y‘-I€6HBIX BOIIPOCOB

KomanuectBo
Ay TUTOPHBIX

4aCOB

JIEKITU N

CEMHHApPCKUE

MPaKTUICCKUE

dopma KOHTPOJIS 3HA-
HUU

)]

Komnbrorepnasi unopmanusi: odHapy:xeHue
U AHAJIN3

[\®]

k.
<

9]
—

1. CpenctBa KOMIBIOTEPHOW TEXHHKHU (Ha-
nee — CKT) kak HCTOUHUKH KOMIIBIOTEPHON HH-
dbopmartum.

2. OcobGennoctu ocmorpa CKT u kommbio-
TepHOH HHGOPMALUU: TMPOTrPaAMMHO-TEXHUYE-
CKHE aCIEKTHI.

3. Oco0OeHHOCTH OCMOTpa yAaJEeHHBIX pe-
CYypCOB M D3JIEKTPOHHOW IOYTHI: NPOTrPaMMHO-
TEXHUYECKHE aCTEeKThI.

52

1. KommnbrotepHass uH(pOpManus: MOHATHE,
0COOEHHOCTH, CETEBBIC UJICHTU(DUKATOPHI.

2. OcoOeHHOCTH OOHApYX EHUS U (PUKCALTUH
koMmmbroTepHoi mHpopmarmu Ha CKT, naxoms-
IIUXCS BO BBIKJIFOUEHHOM U BKJIFOYEHHOM COCTO-
SIHUU.

3. OcoOeHHOCTH BBITPY3KH JaHHBIX cCeTe-
BBIX aKKaYHTOB (COIICETH, MECCEHIKEPHhI, 00J1a4-
HBIE CEPBUCHI).

4. IIporpaMMHO-TEXHHYECKOE OOecIeYeHHE
ocmotpa u ananmza CKT.

YeTHBI o1poc
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1. Anamu3z CKT (97eKTpOHHBIX HOCHTENEH
UH(POPMALIMK) CPEACTBAMH OIEPALMOHHON CHU-
CTEMBI.

2.  AmnHamu3 cucteMHbIX (ailnoB, daiinos
peecTpa, XpOHOJIOTHH COOBITHHA ONEpariMOHHON
CUCTEMBI.

Brimmonnenune
MPaKTUYECKUX
3aJaHui
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1. M3yuenue GyHKIMOHANBHOTO Ha3HaYe-
HUS TIPUKJIATHOTO MPOTPAMMHOTO 00ecreueHus
«HHUPCODT».

2. Anamuz CKT c wucnonb3oBaHueM NpH-
KJIATHOTO TporpamMmmHoro obecnedeHus «HMP-
CODTy.

Brinmonnenue
MPAKTUYECKUX
3aJaHui

5.5

1. H3yuenue CTpyKTypbl U COIEPIKAHUS HH-
dopMaiuy, W3BJIEYEHHOW U3 HUCCIEIYEMbIX
CKT.

2. Ananu3 uHpOpMAaIMM, U3BICUYEHHON U3
uccineayembix CKT (Ha mpumepe mporpammHoO-
TEXHUUYECKOT0 KoMIuiekca « MOoOUIbHBIN KpUMHU-
HAJUCTY).

Brimonnenue
MPAKTUYECKUX
3aJaHui

5.6

1. V3yyeHue CTpPYKTYphl U COAEpkKaHUS JIO-

Brimonaenue
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THYECKUX U (PU3UUECKUX 00pa30B, H3BJICUYCHHBIX MPAKTHYECKIX
U3 UCCIIelyeMbIX MOOMIIBHBIX YCTPOUCTB. 3a/laHui
2. Axanuz uHpOpMAaIMK, U3BICUYEHHON U3
MOOWJIBHBIX YCTPOHCTB (Ha HpuUMepe Mpo-
rPaMMHO-TEXHHUYECKOro Komiuiekca «MoOuib-
HBI KPUMUHAIHCTY).
5.7 1. OcmoTp KOMIBIOTEpHOUW  HH(pOpMaLUU 2 Brimonnenue
(MpOrpaMMHO-TEXHUYECKHE ACTIEKTHI): MIPaKTUIECKHUX
WHTEPHET-PECYpPC; 3aaHui
anekTponHas nmourta (E-mail).
Hroro B 7 cemectpe 10| 10 | 28
DopMa NPOMEKYTOYHOM ATTECTALMH JK3aMeH
OO6miee koiM4yecTBO MO yueOHo qucuunmiaune |10 | 10 | 28 5




[Tpunoxenue 2
NHOOPMALNNOHHO-METOANYECKASA YACTDH

OcHoBHas JuTEparypa

5. IIpoTuBOIEICTBHE MOUIEHHUYECTBY C HCHOJIB30BAHUEM 3JIEKTPOHHBIX
CpPeACTB IUIaTeka : ydeOHo-mpakTudyeckoe mocobue / JI. H. JlaxTukos,
I1. JI. bopoBuk; nox pen. H. B. 'onyObix. — ExarepunOypr: Ypanabckuil ropuaude-
ckuit uactuTyT MBJI Poccun, 2022. —T'n. 2. — C. 19-60.

6. Jlaxtukos, [[.H. KoMnbroTepHbIE TEPMUHBI, CJIEHT, KaprOH, COKPALICHUS :
nocobue / JI. H. JlaxTukoB ; yupexxnaenue odpazoBanus «Akan. M-a BHyTp. [en Pe-
ci. benapyce». — Munck : Axkagemuss MBJI, 2022. — 71 c.

JlonoTHUTE IbHAS JIUTEpaTypa

7. Opranuzanusi paccieIoBaHus IPECTYIUICHUH B c(pepe BHICOKMX TEXHOJIOTHH :
yuebHoe rmocobue / I1. B. I'pumtomiko [m ap.]; mox obmr.pen. M.I'. Myxuna ; Yupexe-
HUEe o0pa3zoBaHusl «AkaneMus MuHHCTEpCTBAa BHYTpeHHHX Jen PecnyOnuku bena-
pycb». — MuHck : Akagemust MB/I, 2016. — 154 c.

8. OcHoBBI kubepbe3onacHocTu: yueoHoe nocodue. / [A. A. CtpaxoB u ap.;
pyk. aBT. koi. A. A. CtpaxoB]. — M. : Mockosckuii yauBepcurer MB/I Poccun nme -
uu B.A. Kuxkors, 2023. — 208 c.

HopMaTuBHbIE IPABOBbIE AKTHI®

9. Konmnerust HarpionanpHOM Oe3omacHoctn Pecriybnuku benapych @ Ykas
[Ipesunenta Pecriyomuku benapycs 9 HosiOpst 2010 1., No 575 // Koncynprant [lroc :
benapyce. [Dnexrponnsiii pecype] / OO0 «¥OpCnektpy», Harmonanbueiii Llentp mpa-
BOBOI nH(popmarmu Pecyonmku benapyck. — Munck, 2024.

10. O mepax 1Mo COBEPIICHCTBOBAHUIO MCIIOJIL30BAHUS HAIIMOHAILHOTO CETMEH-
ta cetu MHaTEpHET: YTB. YKa3oM [Ipesunenta Pecny6mmku benapycs 1 deBp. 2010 r., Ne
60 // Koncynprant [lmoc : bemapycs. [Dnexrponnsiit pecypc] / OOO «HOpCnextpy,
Harmonansseiii Lentp npaBoBoii ungopmaru Pecniyonuku benapycs. — Munck, 2024.

11. O kubepOe3onacHoctu: yTB. YKa3zom IIpesnnenra PecriyOnuku benapych
14 dep. 2023 r., Ne 40 // Koncynbrant Ilmoc : benapyce. [DnexTponHsiil pecypce] /
00O «tOpCuekrpy, Haronanensiii Llentp npaBoBoit nndopmanuu Pecny6nuku be-
napychk. — MuHck, 2024.

12. O6 undopmaimu, naGopMaTu3auu U 3amute nHGopmammu : 3akoH Pec-
nyomuku benapych, 10 Hos0ps 2008 1., Ned55-3 // Koncynbrant [Imtoc : benapyce.
[DnexTponnsblii pecypc] / OO0 «¥OpCrekrpy, Harmonanensiii LleHTp mpaBoBoOi WH-
dopmaru Pecriy6mmuku benapycs. — Munck, 2024,

13. O xonnenmuu nHbOpMAMOHHON Oe3onacHocTn PecnyOnuku bemapycs :
IIOCTAHOBJICHUE Coserta Oe3omacHOCTH PecniyOnuku benapycs,
18 mapta 2019 r., Nel // Koncynwsrant Ilnroc: bemapyce. [DnexTpoHHBIN pecypc] /

> HopMaTMBHBIE IIPaBOBBIE aKTHl HCIONB3YIOTCS B JCHCTBYIONIEH pENAKIMM HAa MOMEHT H3y4eHHUsS yIeOHOM
JUCLIATUIMHBI



000 «tOpCrexrpy, Harmonanensiii Llentp npaBoBoit nadopmanuu Pecnyonuku be-
napyck. — MuHCk, 2024.

14.  HMuCTpyKumMs O NMOPSAIKE HCIIOJIB30BAHMS BEIOMCTBEHHOW CETH Nepenadu
JAHHBIX U IVI00AJTBbHONM KOMIBIOTEPHOW ceTh MHTEpHET B OpraHax BHYTPEHHUX JIEN U
BHYTPEHHHUX BOMcCKax MuHucTepcTBa BHYTpeHHHX Jen PecnyOmuku benapych:
[Tpuka3z MB/I Pecniy6nuku benapych, 19 centsiops 2017 r., Ne 267.

15. O enunoii uudposoil mnargpopme MuHUCTEPCTBA BHYTPEHHUX €T : MPH-
ka3 M-Ba BHyTp. aen Pecn. benapyck ot 30 centsiopst 2022 r., No 256.
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